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Abstract

ill-posedness of the reconstruction task.

Artificial intelligence (AI) systems routinely operate on Sensitive Big Data (SBD), often under strict access-control and privacy regulations.
Even when direct access to protected attributes is blocked, attackers may still reconstruct hidden values from seemingly harmless outputs:
aggregated statistics, model scores, or explanations. We argue that this phenomenon-indirect leakage-is naturally and fruitfully analyzed as
an inverse problem. We formalize leakage functions as approximate inverses of the Al pipeline, characterize conditions under which accurate
reconstructions are possible, and study how classical regularization, probabilistic modeling, and blind data-processing architectures can
both enable and limit such leakage. This inverse-problem perspective unifies diverse attack strategies (model inversion, gradient inversion,
symbolic regression, invertible neural networks, Bayesian reconstruction) and suggests principled defenses based on controlling the effective

Introduction

Artificial intelligence (AI) systems routinely operate on Large-
Scale Sensitive Big Data (SBD), where each record aggregates
many attributes about individuals or organizations. Classical
protection focuses on preventing direct leakage via access control,
encryption, and privacy-preserving query mechanisms, ensuring
that no unauthorized party can directly read protected fields. Yet
attackers can often reconstruct protected values by combining
many “safe” outputs from models and analytic pipelines,
producing indirect information leakage even when no access rules

are violated [1-3].

In  multi-owner environments, blind data-processing
architectures allow different data owners to contribute records
without revealing raw data to the processing center or to one
another. Instead, each owner applies local preprocessing or
encryption, and only derived features or encrypted aggregates are
supplied to the Al pipeline. Analysts see only reports and model
outputs, never raw records. In this survey we adopt an inverse-

problem perspective, in which the forward map
fX->Y
models the Al pipeline, while leakage functions

Y > X andw:Y >R

approximate inverse mappings that recover attributes from
outputs. This framing enables systematic analysis of what can
be reconstructed under various observational and architectural
constraints, and of how regularization and blind-processing
mechanisms can constrain it.

Formal Model of Indirect Leakage in AI Systems
We represent the SBD as an /N X 71 table. Row P is an entity
(x(”) ...,xff)) e XcR",

and column jis attribute X after encoding categorical
and other structured values into R . Attributes are partitioned
into visible (non-sensitive) and protected ones. Let Xm be the
subspace of visible attributesand X prot the subspace of protected
attributes. The SBD may be stored centrally or distributed across
multiple owners, but we abstract away from storage details

and work with the full SBD regarded as a collection of records

¥ eX.
An Al pipeline is a mapping

y=f®)=0yy,)eY S R"

where each Y, is a reported quantity (metric, score, stability
measure, explanation component, or other output). In general, f
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may involve multiple stages (preprocessing, feature extraction,
model evaluation, postprocessing), but we treat it as a single
operator from X toY .We assume that direct access to protected
attributes is blocked; analysts see only .

A scalar leakage function for attribute X; is any mapping
@Y >R, o(f(x))=x
on a significant subset of X . A vector leakage function is a
mapping
oY > X orp:Y >R

that recovers either the full record or a subset of attributes.
The approximation may be in mean-square, in probability, or in
some application-specific loss. The existence of accurate ¢ or @
means that indirect leakage is possible: one can recover hidden
attributes from outputs alone. The absence (or instability) of such
functions under realistic observational constraints means indirect
leakage is limited.

Inverse Problem Formulation and Ill-posedness

Observed outputs satisfy

"= )+,

Where 77 models measurement noise, deliberate report
noise, aggregation error, or other distortions between the true
forward map and the attacker’s observation mechanism. In a
blind-processing architecture, f may already incorporate local
transformations and noise mechanisms applied by data owners.

The problem is typically ill-posed in the sense of Hadamard:
small perturbations in yObs (due to noise or deliberate
obfuscation) can correspond to large changes in consistent X,
and solutions may not exist or be non-unique. Inverse-problem
theory has long studied such settings, emphasizing stability and
regularization: one seeks approximate solutions that depend
continuously on data and incorporate prior information about
X . For indirect leakage, the ill-posedness of inverting f -under
constraints imposed by the system architecture-determines how
accurately hidden attributes can be reconstructed from outputs
alone. In particular, if the inverse map is highly unstable, small
report noise or architectural constraints can dramatically reduce
reconstructive power, while stable inverse mappings imply strong
leakage even under noisy observations. This stability-versus-
reconstruction capability is central to analyzing and limiting
indirect leakage [4-5].

Classical Regularization Methods for Recovering
Hidden Attributes

Indirect leakage can be written as an operator equation

f)=y, y" =1x)+n,

Where f : X — Y is the Al pipeline, x is the true record,
and yObs is the (noisy) observed output accessible to the attacker.

Classical inverse-problem theory studies regularized approximate
inverses R}f Y > *X that map observed data to stable
approximations of X , where ¥ is a regularization parameter
(or set of parameters) encoding the strength of prior information
and the trade-off between data fit and stability. In this language, a
leakage function is simply a component of a regularized inverse,

x}/ (yObS) — R}/(y‘)bs) ’
With

o, =x (»), o, () =ex (),

and the key question is how small the reconstruction error
* E
| @, (f(x))- X, | can be made.

Tikhonov regularization and spectral filtering

Variational (Tikhonov) regularization defines, for & > 0, [4]

(6]
x, (v") eargim Al f(x) =™ | +a Q ()},

where  encodes prior information (e.g. small norm,

smoothness, or feasible ranges). The mapping

¢a(yobS) — xa (yobs)’ a)i,a(y) = eiT'xa (y)'

is a regularized inverse and associated scalar leakage
function. As increases, reconstructions become more stable but
less accurate; as , one approaches exact inversion but instability
resurfaces. The classical theory characterizes regimes where
stable, convergent approximations exist and describes how
reconstruction accuracy behaves as noise decreases and is chosen
appropriately.

In the linear case f(Xx) = Ax, a standard choice is

"L +a || Lx |,

min _{|| Ax—y

with solution
x,=(A"A+al’ L)' 4"y,
. © e T1s . obs
so that ,, (y) is an explicit linear functional of »"" . The
spectral properties of determine how much information about

each component of can be stably recovered. In particular, write
the singular value decomposition (SVD) of A as

A=UXVT,

with singular values . Then Tikhonov solutions can be

represented as

_ T obs -
xa_zjga(o-j)(ujy )v‘,"g"(o-)

o

oit+a

Here g, (O') acts as a spectral filter, damping the
contribution of components associated with small singular values
(which are most sensitive to noise). For general L, analogous
expressions are obtained using a Generalized Singular Value
Decomposition (GSVD) of the pair (A, L) . Directions with small
o; (weakly reflected in outputs) are strongly damped and thus
hard to reconstruct; attributes aligned with such directions will
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exhibit low leakage even under optimal Tikhonov reconstruction,
while attributes aligned with well-observed directions may leak
strongly.

Iterative Regularization and Quasi-Reversibility

When f is nonlinear or large-scale, X is computed by
minimizing the Tikhonov functional iteratively, e.g.

X =t = A AT (), T, () =)=y P +a(x)

or via iteratively regularized Gauss-Newton schemes. Early
stopping-terminating the iteration after a finite number of steps-
acts as an implicit regularization: small yields stable but biased
reconstructions; large reduces bias but amplifies noise. The

mapping
¢k(y0bs) =x"O™), w(i,k)(y) = eiTxk(y) )

is then a family of leakage functions indexed by iteration
count, with leakage increasing as grows and reconstructions
approximate the unregularized solution. Computational limits
naturally bound feasible and thus the accuracy of @iy

Quasi-reversibility encodes regularization in an evolution
equation, [7-8]

dx
—+B(x,t)=0, x(0)=x,,

With B chosen so that stationary points approximate
minimizers of a regularized functional. For finite time T ,

o (V") =(T; »™)

provides another regularized inverse; the “time” parameter
plays the role of a regularization parameter, with larger T
reducing bias but amplifying sensitivity to noise. Again, in
realistic systems, constraints on computation time and access to
f (e.g. only through API calls) bound feasible T and hence limit
the achievable leakage.

Parameter choice, stability, and leakage implications

Performance of all these schemes depends on the
regularization parameter(s): in practice, attackers do not know
the true noise level or forward model exactly. Classical parameter
choice strategies (discrepancy principle, generalized cross-

validation, L-curve, quasi-optimality, and others) aim to select

a(0),k(0) or T(O)such that
1 Ge)=y™ =28, 721,

thereby preventing both under- and over-regularization.
When applied to leakage, suitable parameter choice determines
how close attackers can get to optimal reconstruction for a given
noise level and architectural constraint.

Under standard assumptions on f,Q, and parameter
choice, regularization theories provide convergence rates for
x7 = x* as noise decreases and observational richness increases.
In the context of leakage, these results imply that if attackers can

repeatedly query the system or observe many outputs, and if their
priors are roughly correct, reconstruction accuracy may approach
that of an ideal inverse map-unless architectural constraints (such
as blind processing or strict noise mechanisms) keep the inverse
problem severely ill-posed. Conversely, if the forward map is
highly smoothing or observation space is severely restricted, even
optimally tuned regularized inverses remain too inaccurate on
sensitive coordinates.

Data-driven and Probabilistic Inverse Models

When f is complex, partially unknown, or observable only
through input-output samples or black-box queries, explicit
analytic inversion may be intractable. Instead, attackers may
construct data-driven approximations to the inverse map using
machine learning methods. Rather than modeling fexplicitly,
they learn leakage functions @(y) or @()) directly from
observed pairs (x, y) or from synthetic data generated by
approximate forward models.

Kernel and RKHS-based leakage functions

Suppose we have M pairs (y(j),xi(j)) for j =1...M
, where is a sensitive attribute and ) are observable outputs.
One approach is to learn in a Reproducing-Kernel Hilbert Space
(RKHS) with kernel &, one solves [9-10]

. 1 ¥ i ; .
Ml ey, HZ (@) =x")=x") + Al @],
By the representer th:leorem,

o(y)= Zﬁjk(y$y(j))

with coefficients ,B obtained from a linear system. The
learned mapping is a scalar leakage function; a vector leakage @
is obtained by learning several such scalars.

Kernel methods allow flexible nonlinear leakage functions
within a capacity-controlled function class. Regularization via
A trades off data fit against complexity, analogous to Tikhonov
regularization in function space. Attackers must choose kernels
and hyperparameters; defenders may exploit this by designing
f so that sensitive attributes only influence outputs through
components poorly captured by natural kernels, or require large
complexity to approximate.

Model-inversion and gradient-inversion attacks

Model-inversion attacks treat the deployed model as the
forward map and reconstruct inputs by solving [11]

xX(y™) = argmin AL(f (x), y"") + R(x)},
Where L measures output mismatch and regularizes inputs
toward plausible records. In classification, yObS may be a target
class or score vector; in regression, a continuous output. The
quality of inversion depends on the expressiveness of f the
information content of outputs, and the strength of regularization

R.
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The resulting mappings

Py =x" ("), &,(y") = (v™)

are implicitly defined leakage functions, computed
numerically by optimization for each observed output. When
models are trained centrally and gradients are shared (e.g. in
federated learning), gradient-inversion attacks reconstruct inputs
from shared gradients by solving an analogous optimization
problem, replacing L(f(x),yObs) with aloss comparing model
gradients at X to observed gradients. Both settings highlight how
even limited outputs (scores, gradients) can enable high-fidelity
reconstructions, especially when models are overparameterized
and training data is scarce.

Symbolic regression: interpretable leakage functions

Symbolic regression searches directly for analytic expressions
a)(y) within a predefined grammar (e.g. polynomials, rational
functions, and elementary functions) and selects ones with low
error and low complexity [12-13].

The resulting q)(y) is simultaneously a leakage function
and an interpretable analytical model of relationships between
outputs and hidden attributes. This interpretability can help
attackers understand which outputs drive leakage and how to
refine queries, while offering defenders insight into which reports
or noise mechanisms to modify. Defenders may choose to prohibit
certain simple functional forms from appearing in reports or
add targeted noise to destroy the key dependencies identified by
symbolic regression.

Invertible neural networks and normalizing flows

Invertible Neural Networks (INNs) and normalizing flows
parameterize bijective mappings between latent variables and
observed data, with tractable Jacobian determinants. In inverse-
problem settings, they are used in two main ways: [14-15]

1.1. Approximate forward model with explicit inverse.
An INN g7 is trained so that y = g?(X). After training, the
inverse

x=(g")'(»)

defines a vector leakage function @, (»).

1.2. Conditional flows. Conditional INNs model the
conditional distribution p(x | y) via transforms
0
x=g"(u,y)

. . bs . .
with latent. For fixed yo Y sampling yields samples from an
approximate posterior over X, and scalar leakage functions can
then be defined as summaries of this distribution, e.g.

o,(y) =E[x, | y]
These approaches capture complex nonlinear relations but

require substantial training data and computational resources.
From a defense perspective, they represent powerful attackers;

designing architectures and noise mechanisms that remain
secure even against such sophisticated inversion models is
more demanding than for simple linear or kernel-based leakage
functions.

Bayesian and variational reconstruction of hidden
attributes

Bayesian inverse modeling treats hidden attributes as random
variables with prior distributions and asks what can be inferred
from outputs. For a sensitive attribute X, [16-17]

p(x; [ Vap(y|x)p(x),

Where p(xl.)encodes prior  knowledge (ranges,
sparsity, correlations with other attributes) and p(y|xl.)
is the likelihood induced by the forward map and any noise
mechanisms. Leakage functions become posterior summaries

suchas @, (v)=E[x, |y], @,,,(y)=median(x,|y)

and credible intervals quantify residual uncertainty.

Since exact posteriors are rarely tractable, variational
inference, Markov chain Monte Carlo, and related approximation
schemes are used. From the attacker’s side, Bayesian modeling
naturally incorporates side information and structural priors
(e.g. sparsity, monotonicity, or known correlations). From the
defender’s side, Bayesian analysis provides a way to reason about
posterior uncertainties given a specified prior and observational
model, offering tools for quantifying residual privacy risks
under worst-case priors or realistic attacker beliefs. For systems
subject to stringent privacy requirements, formal guarantees
(e.g. differential privacy) or robust Bayesian bounds may be
needed in addition to empirical or per-user risk measures.

Constraints of Blind Data Processing Architectures

The inverse-problem perspective developed above applies
both to conventional centralized databases and to blind data-
processing SBDs. In the latter case, additional constraints limit
what attackers can observe and how accurately they can estimate
for its inverse.

In blind data-processing systems, data from multiple owners
is processed through a pipeline where raw records never leave the
owners’ control. Instead, each owner applieslocal transformations
or cryptographic protections and sends only derived features,
encrypted aggregates, or masked contributions to the central
system. Reports are computed on the combined processed data,
and internal model parameters or intermediate representations
may be hidden. The effective observation space is thus a small,
structured subset of

Y=71(x)),

is often only partially known
(architectural details and loss functions may be public, parameters

and the forward map

and preprocessing are not) [18-19].
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Such architectures also introduce explicit report noise.
In some designs, reported values are randomized by adding
noise to qutputs or by sampling from distributions conditioned
on f(x ). In others, reports are quantized, truncated, or
aggregated over groups of records (e.g. cohort-based statistics).
In multi-owner systems, each owner may apply independent
noise mechanisms or perturbations based on their local privacy
or business requirements.

Conceptually, these mechanisms can be modeled as a noise
operator acting on outputs,

= N(f(x),8),

Where & collects all randomization and perturbations. An
attacker sees only yObs and perhaps some public metadata about
N (eg. reported error bars, confidence intervals, or stability
summaries). The effective inverse problem is then to reconstruct
X (or sensitive components thereof) from noisy, partially
aggregated outputs under an uncertain forward model and noise
mechanism.

When noise mechanisms depend on ranges or variability of
inputs, they can be seen as implicitly defining feasible sets for X .
For example, suppose that before reporting y"bs = f(x )+1,the
system samples from values consistent with input ranges

- [(1=0))x}. (140 )x} ), jeK,
ng'Xj — {{x;},] J jIXj j‘eK,

K c{l,...,n} indexes the subject to
multiplicative perturbations, and O ;are relative perturbation

Here coordinates
bounds. From the attacker’s viewpoint, this translates into
admissible sets for reconstructed attributes and constraints on
inversion algorithms. The larger the oy (for sensitive j), the
more ill-posed the reconstruction becomes, and the larger the
reconstruction errors can be made by Tikhonov, iterative, or
Bayesian methods.

Many system reports are non-smooth functionals: quality
metrics, top-krankings, decision thresholds, or discrete risk
categories. Such functionals can make the effective inverse
problem even more ill-posed, as small changes in X may not affect
reported ) atall (flatregions) or may produce abruptjumps. From
an attacker’s perspective, this reduces usable information and can
force leakage functions to be highly nonlinear or discontinuous.
From a defender’s perspective, it suggests preferring reports
that aggregate information in ways that make reconstruction
difficult, while still preserving utility for legitimate monitoring
and decision-making.

Defensive Use of Regularization Against Indirect
Leakage

Regularization theory can be turned into a design tool for
privacy-aware Al systems. From the defender’s perspective, one
seeks to design f, noise mechanisms, and reporting rules so
that for any feasible leakage function in a suitably restricted class

W (e.g. Lipschitz, bounded RKHS norm, bounded-depth neural
networks),

inf,,., El@(f(x))~x)’]12 ¢,

for prescribed privacy thresholds &; > 0. Here the
expectation is taken over the data-generating distribution
and any internal noise in f or the reporting mechanism.
This formulation parallels minimax optimal design in inverse
problems: the defender designs f and noise to maximize worst-
case reconstruction error for sensitive attributes, subject to utility
constraints on f ’s performance for legitimate tasks. Conversely,
an attacker seeks @ € Wthat minimizes reconstruction error on
sensitive coordinates; it recasts defense as a minimax inverse-
problem design task.

Classical regularization suggests concrete levers. Increasing
smoothing, adding noise targeted at directions most informative
about sensitive attributes, or restricting the complexity of reports
(e.g. limiting dimensionality or nonlinearity) all increase ill-
posedness of the inverse problem faced by attackers. However,
these same modifications may also degrade utility for legitimate
tasks, leading to trade-offs. From a design standpoint, one
aims to adjust fand reporting mechanisms so that sensitive
attributes correspond primarily to directions in which fis
heavily regularized or noise-dominated, while useful task-related
information remains stably recoverable.

In practice, defenders can treat attack algorithms as
calibration tools: by simulating attacks (Tikhonov-based, kernel-
based, model-inversion, invertible-flow, Bayesian) on synthetic
or historical data, they can estimate achievable leakage under
different architectural choices and noise levels. This allows
explicit tuning of regularization strength, noise parameters, and
reporting granularity to meet target privacy thresholds while
maintaining acceptable utility.

These ideas point to actionable research directions: (i)
developing theory that links architectural constraints and noise
mechanisms to lower bounds on worst-case leakage by classes of
attackers; (ii) designing automated tools that, given a target system
and privacy requirements, propose concrete modifications (in
added noise, reporting rules, or model architecture) that provably
or empirically limit indirect leakage; and (iii) integrating such
tools into the design and certification processes for Al systems
operating on sensitive big data.

Conclusion

We have described indirect information leakage in Al systems
as an inverse problem: given outputs of a complex pipeline, to what
extent can hidden attributes of input records be reconstructed? By
formalizing leakage functions as approximate inverses of the Al
pipeline, we can analyze how architectural choices, regularization
mechanisms, and noise affect reconstruction accuracy. Classical
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regularization methods, data-driven inverse models, and Bayesian
approaches provide powerful tools for attackers; but the same
concepts, when used deliberately by system designers, offer a
language for defending against such leakage.

Blind data-processing architectures and defensive
regularization strategies together suggest a path toward Al
systems that offer high utility while limiting reconstructive
power of adversaries. By treating privacy-preserving system
design as a controlled ill-posed inverse problem, one can seek
architectures in which, under realistic attacker models and noise
levels, even the best reconstruction algorithms fail to recover
sensitive attributes with unacceptable accuracy. This perspective
invites further collaboration between inverse-problems theory,
information security, and machine learning in developing
principled frameworks for understanding and controlling indirect

leakage in future large-scale data-driven systems.
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