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Introduction

Computers and the internet have become essential in 
areas such as professional life, interpersonal communication, 
finances, and leisure. Most scholars agree that the Internet 
has had a major impact upon criminality [1,2]. The increased 
use of computers and the fact that internet connects (almost) 
everybody to (almost) everybody else in the world has made 
crime considerably easier to perpetrate [3-6]. It is plausible  

 
that criminal might have adapted to the increasingly digitized 
world and that this permeates traditional crime [2]. Many 
sources make claims about the prevalence of cybercrime, but 
do not clearly define what has been measured. The imprecision 
of victim surveys [7] and the non-standardized description of 
cybercrime incidents by commercial companies [8,9] and the 
police might explain the lack of valid figures [10]. 
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The present work aims to measure the extent to which the 
internet infiltrates traditional crime. It focuses on the impact of 
ICT on frauds committed in The Netherlands and Kolkata, India. 
Internet use has grown more rapidly in developed nations during 
the last couple of decades. In The Netherlands, Internet use by 
the population has increased from 44.0% in 2000 to 93.0% in 
2012 [11]. In developing countries the increase has been more 
modest. In India, the figures are 0.5% and 12.6% respectively 
[11]. Moreover, there is evidence that the differences in internet 
use between these two countries also apply to fields such as 
Smartphone adoption [12]. The widespread accessibility of 
the Internet has further facilitated computer-assisted offenses. 
It is therefore likely that cybercrime has become a relatively 
larger part of overall crime in developed countries compared to 
developing ones.

To the best of our knowledge, no prior research has 
compared offenders and victims of traditional crime against 
ICT-related crime across two different countries. The present 
research fills this gap by investigating the similarities and 
differences in the extent to which ICT plays a role in crime in The 
Netherlands and Kolkata, India by analysing not only the offense 
itself, but also victim and offender characteristics. To study 
cybercrime, the scientific community requires some agreement 
on definitions and measurement techniques [13]. A definition 
has consequences for the explanation of cybercrime and the 
study of how ICT changes crime. The measurement of the extent 
of cybercrime is typically done by defining cybercrime and then 
quantifying how many cases fit the definition. This approach 
was used by Domenie, Leukfeldt et al. [14], who investigated 
the amount of cybercrime by examining a representative sample 
of more than 30,000 crimes registered in the police records 
of two regions located in the eastern part of The Netherlands. 
To measure the amount of cybercrime, a search protocol for 
associated keywords such as ‘computer’, ‘cyber’ or ‘digital’ was 
used. They found that the amount of cybercrime varies between 
0.3% and 0.5% [14]. 

However, [15] argues that measuring cybercrime as a “single 
phenomenon” is unlikely to yield accurate or effective cross-
national comparisons. This is due to the differences in the 
“cybercrime” definitions used in the various recording systems 
and which causes many cybercrimes to be recorded as traditional 
crimes. Given such variations and the on-going evolution of 
the cybercrime definition, the digital modus operandi (MO) of 
traditional crime offers a different line of reasoning; i.e. most 
forms of cybercrime are not unique to the online world since they 
have long-established traditional (offline) counterparts [16,17]. 
Consequently, an alternative approach is to use traditional 
definitions of crime and quantify the amount of associated ICT 
that each offence contains. 

This approach was used by Montoya, Junger, Hartel, et 
al. [18], who measured the extent to which ICT permeates 

traditional crime for residential and commercial burglary, 
threats and fraud. They found the ICT incidence to be 2.9% 
for residential burglary, 0% for commercial burglary, 16.0% 
for threats and 41.0% for fraud. For three out of four studied 
crimes [19], the figures are much higher than the percentage 
of 0.3%-0.5% reported by Domenie et al. [14]. Taken together, 
these four types of crime represent 36% of the registered crime 
in the Netherlands [18]. The present study continued along 
this path using this methodology to study the differences in 
cybercrime between Kolkata and The Netherlands. The objective 
of the present research is to assess the amount of ICT in fraud in 
both The Netherlands and Kolkata, investigate the similarities 
and differences regarding how ICT permeates crime in both 
countries, and to analyse the differences between traditional 
and digital crimes in terms of characteristics of the offence, of 
the victims and of the offenders. 

The cross-cultural replication of the Dutch research 
presented several challenges which have been abundantly 
discussed in the literature [20]. The main methodological 
challenges encountered were:

I. Getting permission to execute the study and 

II. Drawing a representative sample of the population. 
Since data collection was in the hands of the researchers, 
it was possible to use the same coding instrument in both 
countries. 

The biggest challenges with regards to the Kolkata study 
relates to the complexity of the police structure, which involves 
many different departments with varying areas of jurisdiction. 
The research was performed at the Kolkata Police Headquarters 
which is the main police station controlling the metropolitan 
area of Kolkata. In addition, there are several local police 
stations which are responsible for sub-areas. The Anti-Bank 
Fraud Department of the Kolkata Police Headquarters is the 
department which primarily handles all fraud cases at the 
headquarters. It also handles other types of fraud cases which 
are not necessarily bank frauds. The types of fraud encountered 
in our sample are explained in a later section. The Anti-Bank 
Fraud section has jurisdiction over a particular geographical area 
around the station. However, if any fraud cases remain unsolved 
at the local police stations in other parts of the city, these get 
forwarded to the headquarters for further investigation. This 
introduces some variability in the sample of cases available for 
analysis at this location. 

Despite these challenges, the data from Kolkata (even though 
it is not representative of the entire population) gives an insight 
into the difference between the nature of crime and investigation 
in two diverse societies. This aspect, in itself, constitutes a useful 
contribution of this research. Many amendments were made to 
the structure of the questionnaire used for the data collection. 
More details are presented in the following section. 
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Method

This study is based on two fraud samples from The 
Netherlands and Kolkata, India. The aim of our research was 
to apply the same method in both countries although this was 
not fully possible. The present research can be considered as a 
pilot study that could lead to further examination in other cities 
of India using larger samples. The study methods used in each 
country are explained in the next sections.

Permission to Execute the Study

In The Netherlands, the research was funded by the Dutch 
police; therefore, their collaboration was readily available. On 
the other hand, the Kolkata Police Headquarters was approached 
with a detailed proposal of the project. This proposal also 
contained a report of the Dutch findings as well as a letter of 
endorsement of the project from the Dutch counterparts, which 
aimed at legitimizing the project. These documents helped 
to reduce the skepticism which the Kolkata police initially 
had. After spending a significant amount of time and effort to 
convince the top officials (Assistant Commissioner of Police) 
of the Kolkata police, the permission was granted to perform 
this research using the records available at the headquarters. It 
was not possible to choose from a larger sample of cases as that 
would have required additional permissions (presumably given 
by the individual police stations) which was deemed impossible 
to obtain in the limited time frame in which the data collection 
was performed. There seemed to be no procedure at the Kolkata 
police to apply for permission to carry out research involving 
data collection from police records. Accordingly, permission 
was granted based on personal judgment and discretion of the 
officials in charge. A series of meetings with various top ranking 
Kolkata Police officers over a period of approximately 6 weeks 
was required before permission was granted. It was also evident 
from these discussions that this type of research was uncommon 
and there was skepticism about the possibility of obtaining 
permission.

Sample

Cases for this research were chosen from those that have been 
registered by the police. As the data is collected from the police 
files directly, the cases which are unreported are not covered in 
this research. Due to the difference in police structures as well as 
in the crime registration across the two countries, the samples 
are not fully comparable. In The Netherlands, data on all fraud 
cases was stored electronically and hence the researchers were 
able to draw a random sample for examination. The dataset in 
Kolkata was much more limited as no computerized records 
were kept and only paper copies were available. Moreover, only 
the fraud cases in the anti-bank fraud department of the Kolkata 
Police headquarters were available for analysis. Due to the 
small number of the cases, randomization was not deemed to be 
feasible and all the cases that were available were considered for 

analysis. The samples in both countries are described in more 
detail below.

Dutch sample
In The Netherlands, the analysis consisted of 300 randomly 

selected fraud cases registered by the police in the eastern Dutch 
provinces of over Ijssel and Gelderland. Cases were selected 
from all 2011 fraud cases that were registered in the East-
Netherlands. Data collection took place from March until June 
2012. For more information, refer to Montoya et al. [19], Jansen 
et al. [21] and for the full report in Dutch refer to Junger et al. 
[18].

Indian sample
The Indian data consisting of 62 fraud cases was collected 

at the Kolkata Police Headquarters in Kolkata, during March 
and April, 2013 [22]. The researchers were given access to the 
crime indexes of the Anti-Bank Fraud Squad of the Detective 
Department at the Kolkata Police Headquarters which handles all 
the traditional and digital fraud cases. A crime index is a journal 
of information about cases handled by a particular department 
during a calendar year. Each entry contains information about 
the place where the crime was committed, date of crime, date of 
cognizance, suspects’ details (names, address, age, occupation, 
etc.) and details about the complainant. All crime indexes 
corresponding to 2010, 2011 and 2012 were included in this 
study. 

Data collection 
In both countries, the data collection was done at the police 

stations since the files couldn’t leave the premises. A checklist 
was used to extract and translate the information present in 
the police files. Data from the Kolkata police was coded using 
an adaptation of the Dutch checklist. The checklist was kept as 
identical as possible but some local adaptations had to be made, 
e.g. names of Indian cities were added to the “location” field. In 
The Netherlands, six trained research assistants participated in 
the coding and seventy cases were double coded to assess inter-
rater reliability. Overall, Kappa values showed good reliability 
[19]. In Kolkata, the coding was done by the first author of this 
article. 

In both countries, the case records were entered by the 
investigating officer of a particular case and there was therefore 
often a difference in the level of information across cases. Each 
entry in the crime index also contains a small description of 
the offence itself. After initial information is recorded, the 
investigating officer updates the information and registers how 
the investigation proceeds. This includes the addition of details 
about newly acquired evidence, witness accounts, court hearing 
details, etc. The difference between the Dutch and Kolkata 
records is that the latter ones do not contain information about 
all the victims, but only about the complainant, who - based 
on our reading of the files, are also the victim. Hence, all data 
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labelled as “victim” refers to data about the complainant. A 
considerable amount of basic information about the suspects is 
also missing in several Indian cases. 

Concepts
In The Netherlands, fraud cases involve deception/scams, 

forgery/counterfeiting of documents and welfare/insurance 
fraud [18]. In Kolkata, the fraud cases involve counterfeiting/
forgery of documents, cheating and deception by fraudulently 
inducing the victim and criminal breach of trust. These offences 
are defined in detail in the Indian Penal Code [23].

Information about the following concepts was collected from 
the police records:

a) Characteristics of the offence: Details such as location, 
date of offence, date of cognizance and police district. The number 
of offenders in a case was coded as ‘alone’ or ‘more than one 
offender’. The relationship between offender and victim consisted 
of different categories: a professional relationship, family, 
acquaintances, neighbours, ex-partners, partners, criminal 
contacts, online social network, fellow gamers, chat friends or 
another relationship. Location relates to whether at the moment 
of the crime execution, the victim and offender were:

i. Both in the Eastern region of The Netherlands or in 
West Bengal (Kolkata is the capital of this province), 

ii. Either of them in the Eastern region of The Netherlands 
(or in West Bengal for the Indian cases), iii) either of them 
abroad, and 

iii. Both of them elsewhere in The Netherlands (or in India 
but outside West Bengal for the Indian cases).

Information such as the value of the loss (in Euros), 
items acquired during the offence and whether personal 
information was stolen was noted. Finally, the coders filled 
out a brief description of each offence.

b) Digital Modus Operandi - A fraud offence was classified 
as “digital” if its commission included one or more of the 
following characteristics:-

i. Unwanted email sent to the victim at some stage (e.g. a 
phishing or spam email to lure the victim).

ii. Digital forgery: the suspect hacked into the victim’s 
email or other account or impersonated him online.

iii. Digital burglary: victim’s credentials were stolen by the 
suspect.

c) Information About Suspects and Victims 

1. A. Sex although in some cases the victim or 
offender was a business.

B. Age: either younger or older than 40 years.

C. Nationality: country of birth (i.e. Dutch, Indian or 

other). 

D. Being employed: having a legal occupation. 

E. Criminal record: ‘present’ or ‘absent’.

F. The relationship between offender and victim consisted 
of different categories: a professional relationship, family, 
acquaintances, neighbours, ex-partners, partners, criminal 
contacts, online social network, fellow gamers, chat friends or 
another relationship.

G. As mentioned above, for the cases in Kolkata, the coder 
did not find any particular case where the ‘complainant’ was not 
the ‘victim’. 

Analysis
The data was analysed using contingency tables and Chi 

Squares. However, since several authors warn against relying 
exclusively on statistical significance testing and argue in 
favour of investigating the size of relationships [24,25], odds 
ratios (OR) and 95 % confidence intervals of the ORs were also 
computed. Because information was not always available, the 
number of cases for the analyses varies. Accordingly, the number 
of cases corresponding to each variable is mentioned in each 
table. Because the aim of our study was to compare digital and 
traditional frauds but also compare across countries, we looked 
at statistical significance but also noted non-significant trends 
in the data. Mention will be explicitly made each time a non-
significant finding is discussed (i.e. a ‘trend’). In order to protect 
the offender and victim’s privacy, information was anonymized.

Results
Offences

Information was available for 274 fraud cases (281 suspects 
and 278 victims) in The Netherlands and 62 fraud cases (203 
suspects and 62 victims) in Kolkata. The results are summarised 
below.

Digital Aspects of Fraud
There are two main types of fraud modus operandi (Table 

1). 23.3% of frauds in Kolkata were digital whilst this number is 
higher in The Netherlands (40.1%; p<.001). The more common 
digital modus operandi is digital forgery. This usually means that 
some form of hacking has occurred (14 cases) or some form of 
online shopping fraud has taken place. Digital forgeries occur 
mostly before or during the actual commission of the fraud. 
Digital burglaries were also observed during the analysis but 
there were less of them compared to digital forgeries. Digital 
burglaries refer to incidents such as stealing passwords or 
other credentials. 3.2% of digital frauds in Kolkata involved 
digital burglaries whereas this number is marginally higher 
(5.1%) in The Netherlands. In Kolkata, a higher number of 
digital burglaries were observed before the commission of the 
fraud whereas in The Netherlands, it was more often found to be 
during the commission of the fraud.
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Table 1: ICT component (modus operandi) of fraud case in The Netherlands (N=274) and Kolkata (N=62), (in % of N for each sample).A crime 
script consisting of three stages in the execution of an offense was used: the preparation of the offense (i.e. ‘before’), the event itself (i.e. 
‘during’) and after the event has taken place (i.e. ‘after’).

Digital Forgery Digital burglary

Kolkata The Netherlands Pearson Chi-
Square Kolkata The Netherlands Pearson Chi-

Square

Before the offence 16.7 9.5 2.64 3.2 0 8.89**

N 10 26 2 0

During the offence 23.3 38.7 5.04* 1.6 5.1 1.45

N 14 106 1 14

After the offence 5.0 2.9 0.67 0 0 -

N 3 8 0 0

Total 23.3 40.1 5.96* 3.2 5.1 0.40

N 14 110 2 14

*p < .05, ***p < .001

Proximity between suspects and victims
Traditional frauds in both countries are more localized 

compared to digital frauds (Table 2). In Kolkata, in a large majority 
(93.6%) of traditional frauds, the suspect and the victim resided 
in West Bengal in contrast to 54.0% of digital frauds. In The 
Netherlands, 57.5% of traditional frauds involved both a suspect 
and victim from the Eastern region in contrast to 19.4% of 

digital frauds. In both countries, digital frauds are less local than 
traditional frauds. Regarding international offences, only 2% of 
the digital frauds in Kolkata had an international component 
while this was not observed in any traditional frauds. The Dutch 
frauds show a similar proportion (i.e. 12.3% of traditional and 
13.9% of digital frauds). Few cases are international; in India 
only 2% of the digital frauds whilst in The Netherlands 12.3% of 
the traditional frauds and 13.9% of the digital frauds.

Table 2: Proximity between the suspect and victim for traditional and digital frauds in The Netherlands (N=274) and Kolkata (N=62), (in % of N 
for each sample).

Proximity of suspect and 
victim Kolkata, India Netherlands

Traditional Digital Traditional Digital

Both in local province 93.6 54.0 57.5 19.4

Either suspect or victim 
outside local province 6.4 42.0 27.4 63.9

Both suspect and victim 
outside local province 0.0 2.0 2.7 2.8

International 0.0 2.0 12.3 13.9

N 140 50 73 36

All results in this table are significant with p<.001

Number of suspects and victims 
In Kolkata, there is no significant difference between 

traditional and digital frauds in terms of the number of suspects 
(Tables 3 & 4), although there is a trend for digital frauds (35.7%) 
to be more often committed by a single suspect compared to 

traditional frauds (29.3%). In The Netherlands, digital frauds 
have more often a single suspect (82.4%) compared to traditional 
frauds (94.4%). We noted that overall, in The Netherlands much 
more fraud seems to be committed by single offenders compared 
to India. Suspect and victim characteristics are reported in Table 
3 and summarised below.
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Table 3: Suspect and victim characteristics for traditional and digital fraud in India and The Netherlands (in %).

Suspect and victim characteristics Kolkata, India Netherlands

Traditional Digital p Traditional Digital p

Gender

Suspects (% of women) 6.9 2.0 18.9 19.1

Victims (% of women) 15.9 7.1 40.7 42.7

Age (below 40 years)

Suspects 62.3 89.8 *** 62.2 73.0

Victims 25.0 0.0 28.2 45.7 **

Country of Origin (% of local born)

Suspects 97.9 84.0 *** 71.6 96.0 **

Victims 93.5 100.0 86.1 92.4

Paid/Legal Employment

Suspects 80.0 18.2 *** 11.8 6.3

Victims 96.6 90.0 16.9 13.4

Suspects (above 18) 79.4 18.2 *** 16.2 26.9

Victims (above 18) 85.7 43.8 22.2 13.5

Criminal record

Suspects 0.0 6.0 ** 8.8 11.7

Victims 0.0 0.0 0.6 0.0

Number of suspects/victims

Suspects (single suspect) 29.3 35.7 82.4 94.4 *

Victims (single victim) 100.0 100.0 95.2 93.8 *

The numbers of cases on which these percentages are based are presented in the appendix (table 1).

*p<.05.**p<.01. ***p<.001

Table 4: Number of cases Suspect and victim characteristics for traditional and digital fraud in India and The Netherlands (in %).

Suspect and victim 
characteristics Kolkata, India Netherlands

Traditional Digital Traditional Digital

Gender

Suspects 145 50 122 47

Victims 44 14 113 103

Age

Suspects 122 49 74 26

Victims 4 2 110 105

Country of Origin

Suspects 145 50 74 25

Victims 46 14 108 105

Paid/legal employment

Suspects 40 11 170 111

Victims 29 10 166 112

Paid/legal employment 
(above 18 years)

Suspects (above 18) 34 11 69 25

Victims (above 18) 7 16 108 104

Criminal record
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Suspects 146 50 170 111

Victims 46 14 166 112

Number of suspects 
involved 41 14 136 72

Number of victims 
involved 46 14 163 111

Relationship between suspect and victim
Table 5: Number of cases Suspect and victim characteristics for traditional and digital fraud in India and The Netherlands (in %).

Suspect and victim 
characteristics Kolkata, India Netherlands

Traditional Digital Traditional Digital

Gender

Suspects 145 50 122 47

Victims 44 14 113 103

Age

Suspects 122 49 74 26

Victims 4 2 110 105

Country of Origin

Suspects 145 50 74 25

Suspect Characteristics
a) Gender: In both countries there are more male suspects. 
Regarding female offenders, in both countries there are no 
differences between traditional and digital frauds. Overall, 
there seems to be more female fraud suspects in The 
Netherlands compared to Kolkata.

b) Age: In Kolkata, digital fraud suspects are younger than 
traditional fraud ones: 89.8% versus 63.3% of the suspects 
respectively are below the age of 40 (p<.001). A similar but 
non-significant trend is observed in The Netherlands where 
73.0% of the digital fraud suspects are below the age of 40, 
compared to 62.2% for traditional frauds. 

c) Country of origin: More traditional fraud suspects 
(97.9%) are Indian-born compared to those of digital frauds 
(84.0%). However, an opposite relationship is evident in The 
Netherlands; more digital fraud suspects (96.0%) are locals 
compared to traditional frauds (71.6%). 

d) Employment: In Kolkata, more traditional fraud 
suspects (80.0%) are employed. For digital frauds, the 
number is very low (18.2%, p<.001). In The Netherlands, no 
significant differences are found between suspects of digital 
and traditional fraud. 

e) Criminal record. In Kolkata, 6% of digital fraud suspects 
had previous police records while no traditional fraud 
suspects had such records (p < .01). In The Netherlands, 
no significant differences are found between digital and 
traditional fraud with respect to the number offenders with 
previous police records. 

Victim characteristics

a) Sex: There are no significant differences between 
traditional and digital frauds in either Kolkata or The 
Netherlands in terms of sex of the victim. 

b) Age: In Kolkata, no digital fraud victims are younger 
than 40 but there was one of traditional fraud. In The 
Netherlands, digital fraud victims (45.7% younger than 40) 
are younger compared to traditional frauds (28.2% younger 
than 40, p<.01).

c) Country of origin: In Kolkata, all digital fraud victims 
were Indians but some of traditional frauds (6.5%) were 
foreigners. In The Netherlands, the amount of local born 
digital fraud victims (92.4%) is higher than that of traditional 
frauds (86.1%). In both countries these differences are non-
significant. 

d) Employment: In Kolkata, no statistical differences are 
found with respect to the employment of victims. However, 
the number of victims who are employed seems to be higher 
in Kolkata, with 96.6% for traditional fraud and 90.0% for 
digital frauds, compared to The Netherlands, where the 
number of employed digital fraud victims is 13.4% and 
16.9% for traditional frauds.

e) Criminal record: There are no victims with previous 
police records in the Indian sample whilst in The Netherlands 
only 0.6% of traditional fraud victims had previous police 
records compared to none of digital frauds. In both countries 
these differences are non-significant. 
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Victims 46 14 108 105

Paid/legal employment

Suspects 40 11 170 111

Victims 29 10 166 112

Paid/legal employment 
(above 18 years)

Suspects (above 18) 34 11 69 25

Victims (above 18) 7 16 108 104

Criminal record

Suspects 146 50 170 111

Victims 46 14 166 112

Number of suspects 
involved 41 14 136 72

Number of victims 
involved 46 14 163 111

In The Netherlands, the suspect and the victim were business 
partners in 47.3% of the traditional frauds compared to 24.0% 
of digital frauds (Table 5). There were also some noticeable but 
non-significant trends. More traditional frauds (7.0%) involve 
acquaintances compared to digital frauds (1.8%). There were 
also some traditional frauds (3.5%) among ex-partners but no 
such digital fraud cases were found. In Kolkata, the suspect and 
the victim were business partners in 50.7% of the traditional 
frauds compared to 24.0% of digital frauds (results were non-

significant). There were some instances (18.5%) of traditional 
frauds involving acquaintances. This number was somewhat 
lower for digital frauds (12.0%). 4.1% of the traditional frauds 
were labelled as “other relationship”. For example, in one case, 
the suspect was a caretaker of the hostel where the victim was 
living. No fraud cases involved family members, partners, ex-
partners, criminal contacts, friends on social network, fellow 
gamers or chat friends. 

Investigation and Confiscation
Table 6: Comparison of traditional and digital frauds in terms of digital investigation and confiscation in The Netherlands (N=274) and Kolkata 
(N=62), (in % of N for each sample).

Confiscation and 
investigation Kolkata, India Netherlands

Traditional Digital p Traditional Digital p

Digital data 
(YouTube videos, 
etc.) confiscated

0.0 0.0 0.0 12.6 ***

Camera images 
confiscated 35.3 60.0 ** 3.5 0.0 *

Phone data 
confiscation 10.0 22.0 * 2.4 3.6

Digital traces of 
suspect found 8.7 38.0 *** 5.9 56.8 ***

Digital 
investigation 

and confiscation 
(total)

50.0 98.0 *** 10.6 57.7 ***

N 150 50 70 111

*p<.05.**p<.01. ***p<.001
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No cases in Kolkata involved digital data confiscated by the 
police whilst in The Netherlands, 12.6% of the digital frauds 
did (Table 6). In Kolkata, 35.3% of traditional frauds involved 
confiscated camera images compared to 60.0% of digital frauds 
(p < .01). However, camera image confiscation is not prevalent 
in The Netherlands since only 3.5% of traditional frauds and 
none of the digital fraud cases involved it (p < .001). In Kolkata, 
more digital frauds (22.0%) involve phone data confiscation 
compared to traditional frauds (10.0%). Although phone data 
confiscation is also minimal in The Netherlands, digital frauds 
(3.6%) have marginally more compared to traditional frauds 
(2.4%). This trend, however, was found to be non-significant. 
In Kolkata, digital frauds (38.0%) involve more investigations 
with digital traces of the suspect compared to traditional frauds 
(8.7%). In The Netherlands, a similar trend is observed as 56.8% 
of digital frauds involved digital traces of the suspect compared 
to only 5.9% of traditional frauds (p < .001). 

Discussion

The primary objective of this research was to assess the 
amount of information and communication technologies (ICT) 
in fraud in both The Netherlands and Kolkata, India with the 
aim of investigating the similarities and differences to establish 
how ICT permeates crime. To this end, offence, suspect and 
victim characteristics were analysed to understand how 
technology has influenced crime. Below the main findings are 
summarized. The focus was on suspect characteristics since 
victim information is incomplete for Kolkata. The exploratory 
nature of this study should be emphasized. To maximize possible 
conclusions, this research did not focus solely on statistically 
significant differences between digital and traditional crimes; 
non-significant findings are also pointed out. 

Traditional vs. Digital 
23% of the frauds are digital in Kolkata and 40% are digital 

in The Netherlands. Three trends were similar in both countries. 
First, digital offenders were younger than traditional offenders. 
In The Netherlands, however, this is a non-significant difference. 
Previous research has also reported that offenders of digital 
crime are younger than traditional offenders [26]. Second, in 
both countries, digital crimes are committed more often by 
single offenders (the finding is non-significant for India). 

No research seems to have so far reported information 
on a comparison of these characteristics between digital and 
traditional offenders. However, the UNODC states that most 
cybercrime is organised crime. Although our findings can’t 
report on the offender as being part of a larger organised crime 
network, the present findings are not supportive of the UNODC 
[15] study. Finally, for digital frauds, the proximity between 
suspects and victims increases. Less digital frauds were found 
among suspects and victims from the same province compared 
to traditional frauds. However, in both countries international 
fraud was relatively rare. Again, no research seems to have 

presented data on this feature of crime and compared digital 
with traditional crimes. However, as many studies argued 
[26] cybercrimes can be carried out remotely. However, the 
UNODC also argued that a considerable amount of cybercrime 
is international, which is not supported by the findings in India 
nor in The Netherlands. 

With regard to the relationship between suspect and 
victim, findings differ between the two countries. In Kolkata, 
more traditional frauds involved the suspects and victim 
being business partners compared to digital frauds. This also 
includes situations where the suspect sold a commodity/
service to the victim. However, an opposite trend was observed 
in The Netherlands since more digital frauds involved business 
partners compared to traditional ones. This seems to point to 
the medium of the transaction. In The Netherlands, online trade 
(e.g. Markplaats) is prevalent while this is not yet so common in 
Kolkata, where most fraudulent transactions involved forgery of 
documents and were thus classed as traditional frauds. Again, 
we did not find previous research to compare our findings. We 
observed that ‘insider crime’ [27] is difficult to study by doing 
research within organisations, and that studying police records 
allows to collect some information on this special category of 
crime. 

Diverging trends were found for four characteristics. In 
Kolkata, more digital offenders are born outside India, are 
unemployed and have a criminal record. Traditional and digital 
offenders in The Netherlands do not differ with respect to these 
characteristics, except for the nationality of suspects: more Dutch 
digital suspects are Dutch nationals. Finally, the findings differ 
with respect to the relationship between suspect and victim: less 
digital suspects in Kolkata are business partners compared to 
traditional offenders, whilst in The Netherlands the opposite is 
the case. These finding show that the characteristics of digital 
fraud versus traditional fraud are not consistent across the two 
countries. Our second objective was to discuss the theoretical 
implication of these findings.

 The main findings of this research were:

a. Digital offenders in both countries are younger 
compared to traditional offenders, 

b. Digital crimes involve more single offenders and, 

c. Only 6% of the digital suspects in Kolkata have a 
criminal record and no differences were found in The 
Netherlands. 

The above mentioned trends seem to fit the Routine Activities 
Theory (RAA) [28]. The RAA focuses on the circumstances 
in which criminal offences are carried out rather than on the 
characteristics of the offenders. Future research could focus 
more explicitly on the RAA to explain differences between 
digital and traditional offenders. As expected, digital frauds in 
both countries require the police to perform more confiscation 
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of digital items compared to traditional frauds. It is surprising 
that the Kolkata police use more investigation and confiscation 
than the Dutch police. A large share of the digital confiscations 
in Kolkata involved camera images. This can be explained by 
the large number of ATM frauds involved. This is due to the 
usual police request for CCTV footage of the ATM machine and 
surrounding areas in such crimes.

Cross-National Comparison
Some differences were found between the two countries 

such as with respect to proximity between suspect and victim. 
Both traditional and digital frauds seem to be much more 
localized in India compared to The Netherlands. Contextual 
factors might also explain this difference since the Eastern state 
of West Bengal has its own language. Since most of the Indian 
states have their own language(s), this might create a barrier for 
criminals, especially for traditional frauds since many involve 
forging documents. These contextual differences support Crime 
Science approaches, such as the RAA (see above) and the Rational 
Choice model of crime [29,30] that emphasize the importance 
of context to explain the occurrence and the type of crime that 
takes place in various environments. Although the findings are 
new for Kolkata, some limitations need to be mentioned.

 All the data was collected from the Kolkata Police 
Headquarters due to logistical reasons since it was easier to 
persuade the top hierarchy of the Kolkata police to participate in 
this research rather than approaching individual police stations. 
However, this limited the sample size. Ideally, randomly selected 
cases for our study should have been selected from a large pool 
of case files. Since only 62 fraud cases were registered with the 
Anti-Bank Fraud Squad of the Kolkata Police Headquarters in 
2010, 2011 and 2012, all of them were included in the research. 
The Kolkata Police Headquarters is the only police station in 
the metropolitan area of Kolkata which has a specialized team 
to deal with fraud cases. Therefore, they receive most of the 
fraud cases that have not been solved by the subordinate police 
stations. 

Since in India the access to case files is denied as long as 
a case is in court, there was only access to the crime indexes 
maintained by the police as most of the cases studied were 
“sub-judice” and the case files were inaccessible. These crime 
indexes contain an abstract view of the case and the quality and 
quantity of the content differs across cases. Another deficiency 
relates to the information about victims. Only information 
about the complainant is recorded in the crime indexes, hence 
no information was available on victims. For some variables, 
information was available for a small number of the victims. In 
addition, only a small sample of cases in one city of India was 
studied. Replication of the study elsewhere in India would enable 
the investigation of whether the results can be extrapolated and 
generalized nationally. It would also be interesting to study the 

effect of ICT on crimes other than frauds to identify whether in 
India some crimes are more affected by ICT than others.

In The Netherlands, the sample consists of cases reported 
to the police in East Netherlands. Regional disparities exist and 
thus the extent to which these numbers are representative of 
the country as a whole must be determined. Residents of large 
cities are often victims of crime twice as often compared to those 
living in the countryside [31]. Internet use also differs by region. 
Residents of large cities are online more hours than those of 
rural areas [32]. The information is based on victim reports as 
registered by the police and doubt exists as to how accurate 
these are particularly in relation to the digital nature of crimes. 
However, based on our reading of the files [19], it appears likely 
that the police do not accurately register digital modus operandi 
(MO). This could imply that the figures of digital crime might 
actually be higher. Another limitation is that, in some crimes the 
MO is unknown. For instance, sometimes police officers found 
that burglars used Google Maps and information from websites 
to identify and burgle wealthy houses. The present study did 
not find evidence of this type of digital preparation. However, 
even if offenders used these digital MO’s, it is unlikely that the 
victims were aware of it, which means that it went unnoticed 
unless an apprehension occurred. Despite these research 
limitations, we believe that the results provide a good insight 
into how ICT affects fraud in two countries with differing levels 
of technological penetration. 

Conclusion
The present research compared 62 fraud cases from 2010 

through 2012 registered by the Anti-Bank Fraud Squad of the 
Kolkata Police Headquarters and 274 fraud cases from 2011 
registered by the Dutch National Police. These cases were 
analysed with the aim of identifying how differences between 
digital and traditional frauds illustrate how ICT has influenced 
crime. The research had several methodological challenges 
which led to limitations regarding the interpretation and 
generalization of the results. These limitations have been 
enumerated in this article. However, despite the identified 
limitations, we believe that this cross-country comparison 
provides valuable insights into some differences between digital 
frauds in these two countries. 
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