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Abstract 

Background: This article emphasizes the significant and revolutionary impact of artificial intelligence (AI) and robotic technologies in public 
health. It can be beneficial for the European Union, including Greece, where access to healthcare providers and resources are limited for some 
segments of the population, especially in rural areas. The article delves into the ethical, legal, technical, and social challenges connected to 
implementing AI systems and robotics in public health. The article attempts to approach whether the already existing legislation of the European 
Union provides the possibility for good protection of the health of workers and the performance of their tasks using AI systems and robotics 
technologies.

Methods: The study was conducted using literature related to AI systems and robotics in healthcare settings, as well as based on current 
legislation relating to the safety and health protection of employees and patients in the European Union.

Results: There has been a notable increase in the utilization of AI systems and robotics in the healthcare sector recently. Functions such as 
facilitating hospital logistics, performing routine examinations and assisting in surgery, are just a few of the tasks that can be accomplished very 
efficiently. Especially, in terms of providing a safe working environment with low-risk conditions of infection for healthcare employees, perfectly 
organized operational tasks, preventative and exclusive patient care, treatment recommendations and patient engagement. AI systems can now 
enable patients to monitor and even control their own health and disease progression.

Conclusions: The healthcare sector is considered one of the most vital worldwide, which seeks to accelerate its growth through innovative 
approaches and modernization. The future of this particular sector lies in a sea change towards the creation of intelligent machines that behave 
and react like humans. New challenges create new needs to continue adapting European Union legislation to changing realities.
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Abbreviations: AI: Artificial Intelligence; ML: Machine Learning; DL: Deep Learning; NLP: Natural Language Processing; LOS: Length of Stay; 
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Artificial Intelligence and Robotics: Catalysts or 
Threats in the Development of Healthcare

Background

Over the last two decades, the shift towards patient-centered 
healthcare has led to a notable demand for the development 
of artificial intelligence (AI) systems and robotic technologies 
that facilitate diagnosis, decision-making, treatment, and the 
digitalization of healthcare. AI systems, combined with robotics 
and access to big data, form the backbone of rapidly developing 
and advancing digital healthcare, make it one of the most 
revolutionary areas for the future of daily life of citizens and 
society in European Union. The evolving importance of the of 
AI and robotics perspective, has been demonstrated in several 
studies, reporting that regardless of the level of exposure, it can 
make a positive contribution to the medical and healthcare field,  

 
potentially staggering and increase the added value of patient 
access, safety and respectful treatment. Moreover, it can optimize 
the way resources are allocated and help the healthcare system 
operate more effectively and deliver high-quality care [1].

Globally, using AI applications and data are challenging. 
Data quality, quantity, diversity, and privacy of data are key 
elements of data-driven AI applications, each presenting unique 
challenges. These obstacles consist of, but are not limited to, 
meeting important healthcare objectives, like enhancing health 
outcomes for the population, improving patients’ care experience 
and safety, caregivers’ experience, and lowering healthcare costs 
[2]. Fundamental problems such as misdiagnosis, not necessary 
treatment, unsafe hospital practices, medication errors, and lack 
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of appropriate medical training and expertise exist, although there 
is variable progress within individual countries. Additionally, the 
growing demand for health services is primarily caused by a rising 
and elderly population, along with a growing burden of chronic 
diseases and comorbid conditions, the need for long-term health 
services, and the preference of older people to stay in residential 
care facilities or in their own home to receive healthcare services, 
are considered as important reasons [3].

Notwithstanding, the large amount of data available in 
healthcare institutions or data generated in non-medical 
institutions, the vast majority are inaccessible or unusable, 
which makes the development of healthcare solutions extremely 
difficult. Even if the data is available, the dataset is not viable, 
with systems not able to synthesize data, and communicate with 
and use information from different systems. Consequently, the 
absence of interoperability and a unified standard format are 
among the major obstacles to the widespread adoption of digital 
health solutions. Technology can be a solution for the healthcare 
sector to improve its effectiveness and achieve sustainable 
development goals for quality in health and well-being. Indeed, 
the emergence of vast amounts of data, robust computing power, 
and sophisticated machine learning algorithms represented 
important and advantageous advancements. As the matter of fact, 
most of the recent technological advances turn out to be beneficial 
and advantageous. Many technologies complement our work 
instead of replacing it, reducing the load and saving time for other 
activities. Already, much literature suggests that AI and robotics 
are accurate and reliable in many health care organizations and 
perform many tasks such as genetic testing, robotic surgery, 
medical imaging, cancer research and data collection. The ubiquity 
of the aforementioned two technologies could change various 
areas of health care. Especially, AI and robotics are expected to 
be used to diagnose patients’ conditions, reduce medical errors 
and costs, and enhancing quality of life for people with disabilities 
and to maximize the patient’s chances of survival. Such findings, 
derived from data analysis and machine learning models, signal 
the dawn of evidence and probability-driven healthcare and are 
mostly well-received, yet they also present ethical and relational 
hurdles for medical ethics and the patient-physician relationship 
[4].

Some scientists and activists point out that there are dangers 
associated with the adoption of AI and robotics, especially in the 
vital and rapidly changing field of healthcare. These risks include 
privacy and surveillance rights, data protection, human dignity, 
equality, non-discrimination, possible control, manipulation, 
potential for bias and discrimination, violation of fundamental 
rights through disruption of social interactions and values. 
Therefore, to maximize the utilization of AI and robotics effectively 
in the European Union, it is essential to establish robust policies 
concerning sufficient data access, appropriate regulations, 
fostering innovation in both small and large medical institutions, 
supporting the integration of new technologies, and dealing with 
various ethical and legal issues concerning patient rights and 

protection [5].

This study addresses the following inquiries: a) What are the 
benefits of AI technologies offer to health systems, caregivers and 
patients, b) What are the perceived challenges while implementing 
AI and robotics, c) How to bridge the gap between the advantages 
and challenges in the advancement of AI and robotics in the 
healthcare field.

Methods

Purpose of the study

The aim of this article is to provide the benefits of developments 
in artificial intelligence and robotic technologies in healthcare, risk 
analysis and threats associated with the development of these two 
technologies, and the current legal framework for the protection 
of employees and patients.

Material and analysis

The examination made use of literature concerning artificial 
intelligence and robotics in healthcare. Findings from forensic 
science were also utilized, along with literature on workplace 
health and safety. The study was conducted in accordance with 
the existing legal guidelines in the European Union concerning 
the protection of workers’ health. The methodologies of the 
publications were validated and qualified based on how well they 
aligned with the subject matter. The literature review utilized the 
specified databases and online journals, among others: Scopus, 
PubMed, Elsevier Direct, Medline, EBSCO, CINAHL, and Web of 
Science. Sources of information were found through keyword-
based searches in such databases, online repositories and digital 
libraries, while considering the publication date, author and the 
article type. The literature chosen consisted of research articles 
deemed important for addressing the research inquiries raised in 
this study.

Results

Urgent challenges in the health care systems

Unlike other fields, public health care is not a simple 
process but a straight forward cut. Traditional medicine, health 
professionals, diseases, patients, behaviors and systemic problems 
are just some of the features of this complex puzzle. Hence, there 
is always a need for health care processes to adapt to new changes 
to effectively deal with growing health care demands [3,6]. 
Basic pressing challenges and unmet needs that form a peculiar 
environment for each health care system are:

i.	 Growth and ageing population, the world population is 
growing in a fast pace, by about 82 million people each year. At 
this rate, the world population is estimated to reach 9 billion in 
2037 and 10 billion in 2057. In European Union countries, the 
proportion of people aged 65 and above in the total population 
will increase from 19% in 2016 to 29% by 2070 [7]. Similarly, as 
the population ages more and more, this has a direct consequence 
on healthcare systems that are constantly strained.
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ii.	 Mental health, conditions related to mood and mental 
health are increasing. WHO has expressed its concerns about this 
issue, since in the surveys carried out one in four people in the 
world face poor health and co-morbidities [8].

iii.	 Reduced cost and errors, managing patients requiring 
complex care which is expensive and requires the health care 
sector to shift from cure to prevention.

iv.	 Communication and interaction within hospitals, 
primary healthcare centers and patients, in many European 
countries, pressures on healthcare have led to shorter consultation 
times and less dialog between physicians and patients.

v.	 Sustainability, as countries’ infrastructures age and 
demand for more beds increases, hospital executives and 
governments need to reconsider how to optimize wall-free 
inpatient settings.

vi.	 Remote treatment, telemedicine and virtual care can be 
incorporated into any healthcare system to enhance the efficiency 
of the services provided [9].

vii.	 Rise of chronic diseases, resulting in diminished quality 
of life and functionality, greater reliance on healthcare services, 
elevated death rates, and increased healthcare expenses [10].

viii.	 Lack of health personnel, the healthcare public sector is 
experiencing staff shortages in almost every country in Europe, 
and the workforce gap is expected to widen globally.

ix.	 Lack of interoperability and standardization among 
medical IT systems. Reasons enough, then, for healthcare to look 
for smart ways to work more efficiently.

Artificial intelligence in healthcare

With its infinite power, artificial intelligence is already having 
an impact on healthcare and is hastening breakthroughs, with new 
hopes for even greater advances emerging every day. Precisely, AI 
has been utilized in medicine and healthcare since the 1960s, as 
physicians began experimenting with computer-assisted programs 
to enhance diagnosis processes [11]. Terminologically, Artificial 
intelligence (AI) systems encompass a variety of applications 
and refers to describe the use of computers (both software and 
sometimes hardware) and technology to imitate intelligent 
behavior and critical thinking similar to humans. Actually, these 
systems, when faced with an intricate objective, observe their 
surroundings by gathering data in either a physical or digital 
form, analyze the structured or unstructured data they gather, and 
conduct analysis based on their acquired knowledge. It operates 
by analyzing the data and using that information to determine 
the most effective course of action to achieve the objective goal. 
Ultimately, AI involves a machine replicating human behavior, 
regardless of the methods employed. Incomplete patient medical 
histories and high caseloads, especially in emergencies, can lead 
to fatal human errors. By treating these variables, AI enables most 
medical professionals to diagnose, treat, and manage any disease 
at a much faster rate. By doing this, personalized and precise 

healthcare can shift from an idea to an actuality, patient results can 
be greatly enhanced, healthcare providers will gain fresh authority, 
and effectiveness can increase throughout the healthcare sector. 
Utilizing big data (defined large data sets), including variability, 
velocity, variety, volume, quantity and accuracy, AI has rapidly 
developed into the foundation of medical research and healthcare 
worldwide. Despite their advanced problem-solving capabilities, 
computers do not possess the human skills required for intricate 
social interactions like persuasion or forming emotional 
connections, leading to limitations in creating original ideas and 
fostering relationships [12-15]. 

Subfields of Artificial Intelligence in Healthcare

AI is a wide term that encompasses various computational 
technologies, techniques, processes, applications, and models. 
It is therefore understandable that it is a collection of different 
cognitive functions, like Machine Learning (ML), Deep Learning 
(DL), Natural Language Processing (NLP) and Robotic technologies 
have the potential to benefit public health by leveraging the 
increased generation and accessibility of health data [16].

Big data and cloud computing are currently employed in the 
field of mobile health (mHealth), where wearable sensor devices 
utilize cellular network technology to transmit health data to 
hospital databases and seamlessly it to cloud storage systems. 
Machine learning (ML) techniques allow AI applications to 
utilize the vast amount of digital data and experience collected 
and available from cognitive input to automatically improve 
algorithms. Parameter selection and screening is one of the 
main objectives of machine learning. Exploiting big data and AI 
algorithms can be used to either improve our understanding of 
the current environment or make informed predictions based 
on what they has been learned in the past and what they have 
been trained on, so a system have the opportunity to be faster, 
smarter and more accurate by understanding learning data and 
help professionals gain unprecedented insights into treatment 
variations, creating medical care regulations and even more 
perform highly complex activities, care processes, diagnoses and 
patient outcomes. Yet, by analyzing patient records and medical 
images to discover new treatments, the data science behind 
ML provides more opportunities to healthcare professionals to 
identify any abnormalities and underlying causes, conduct risk 
assessments, improve treatment and reduce costs. Essentially, 
ML systems work according to input rules and allow the system 
to think and learn for patterns. Despite this, ML systems classify 
input data and through patterns make predictions-outputs. Unlike 
the human brain, ML technology does not have a limit to how much 
it can learn, does not panic, does not deplete, and has unlimited 
information storage capabilities [17-19].

Deep learning (DL) is a subset of machine learning that relies 
on artificial neural networks. These networks consist of layers of 
nodes that can be connected to each other and learn to recognize 
patterns from extensive quantities of data. The greater the amount 
of data available to the DL system, the more operations it carries out, 
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which increases predictability and accuracy, leading to better and 
more accurate results. For this reason, DL networks specialized to 
recognize complex patterns, such as images, text, and audio. After 
being trained, the algorithm can assist in customizing treatment 
plans for individual patients in areas like oncology, examining 
medical images (such as X-rays, CT or MRI scans) and ultrasound 
imaging of chronic illnesses, resulting in significant improvements 
in healthcare outcomes and revolutionizing the use of medical 
imaging in diagnosing and managing treatments. Ultimately, DL 
requires significantly less artificial input and is self-correcting 
when high prediction accuracy is required [20-22].

Natural Language Processing (NLP) technology is a branch of 
machine learning applied in the development of clinical question-
answering systems to extract valuable information from linguistic 
and textual data and utilizing it for various tasks. By extracting 
significant insights from unstructured textual information that 
may be found in clinical texts, medical literature, guidelines, 
physician’s notes, electronic health records (EHRs) or patient 
reports, these systems have the inherent ability to interpret and 
answer medical queries based on medical ontologies, identify 
trends, generate hypotheses, and have a major impact on 
expediting the decision-making process. NLP techniques makes 
human language accessible to computers while at the same time 
enabling healthcare professionals to receive contextualized and 
sensitive recommendations, warnings, and nuanced guidelines at 
the point of care, and as a consequence NLP has excellent potential 
in the field of patient care. For instance, interactive chatbots could 
be used to cover conversations with patients about repetitive 
and frequently asked questions, freeing up healthcare providers’ 
resources to deal with more complex cases. Apart from that, it 
can also help to increase patients’ health awareness, improve 
quality of care and identify patients in need of critical care. These 
examples merely scratch the surface of the immense potential 

for NLP technology to revolutionize clinical text analysis. As 
the rapidly advancing field of NLP in healthcare keeps growing, 
novel techniques and applications continue to emerge to improve 
healthcare delivery, facilitate cutting-edge research methods and 
ultimately improve patient outcomes [23-25].

Robotic technologies in surgery have gained a lot of popularity, 
as it helps surgeons, patients and healthcare providers. Integrated 
with cameras, 3-dimensional view, mechanical arms and the 
required surgical instruments, robots have pioneered a new 
era in surgical procedures, increasing the knowledge, skills, and 
experience of the physicians. Robotic surgery gives physicians 
the opportunity to minimize the risk of errors, reduce invasive 
surgeries, provide better control, flexibility and visualization, 
scale movement and improve the convenience of surgeries to all 
parties involved in the process, if implemented appropriately. 
Robotic-assisted surgery implemented with artificial intelligence 
usually results in fewer complications, relatively less pain for the 
patient, and a faster recovery rate. Likewise, robotic caregivers 
can help patients, the unwell, and senior citizens with a range of 
tasks to provide healthcare services that are more precise and 
secure. Also, intelligent carrier robots can move patients from bed 
to wheelchair or assist them to repositioning when needed or even 
can provide bed baths. Nurses, who were previously responsible 
for all these activities, will have the opportunity to engage more 
with their patients [26-30].

As the scope of AI in healthcare is wide-ranging, for this 
reason various applications of medical AI exist for different 
medical fields, encompassing clinical, diagnostics, rehabilitation, 
surgery and predictive care. Other examples include the use of ΑΙ 
to measure patient feedback, behavior and engagement, or its use 
for administrative tasks such as billing, drug dosages, coding, or 
other business applications.

Improvements from the utilization of Artificial Intelligence in Healthcare

Figure 1: Improvements from the utilization of Artificial Intelligence in Healthcare.
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There is high hope that implementing artificial intelligence 
(AI) can result in major enhancements across different healthcare 
sectors and result in incredible advances in the medical scene, 
from back-office tasks to patient care, categorized into (Figure 1):

i.	 Accurate diagnosis and treatment, the utilization of AI 
will allow healthcare professionals to discover previously unseen 
correlations between diseases in medical data and detect subtle 
changes in vital signs that signal potential problems. Fortunately, 
there is no AI tool that can mimic the human connection. However, 
the advent use of AI technology and automation will significantly 
improve research, disease diagnosis and medical outcomes. The 
possible uses of AI in healthcare are vast and extensive, ranging 
from analyzing radiological images and overseeing lab results to 
anticipate outcomes using electronic health records. AI-driven 
predictive models in medical facilities have the potential to improve 
the healthcare system by enhancing productivity, efficiency, 
and intelligence, particularly in predicting readmission risks, 
complication risks, and mortality. This in turn will allow physicians 
to spend more time treating patients directly, recommend tailored 
treatment plans, and choose the best policy to treat patients with 
incurable diseases and other health problems [31-34]. Notably, in 
many countries, it is estimated that 10-20% of all serious injuries 
in healthcare have an incorrect, delayed or unstable diagnosis 
as the cause. Diagnostic errors are most common especially in 
emergency departments and in working environments described 
as stressful [35,36].

ii.	 Risk assessment and future disease, the pandemic 
COVID-19 has challenged nearly all of global healthcare, highlighting 
the risk of rapid escalation of human-to-human transmission of 
the virus in the absence of prior immunity. Productive AI models 
are rapidly becoming invaluable in investigating the large-scale 
impacts of catastrophic events, helping to model and predict 
new pandemics, and recommending prevention strategies 
based on past pandemic data. AI is currently being utilized as a 
demonstration in medical areas like pathology, radiology, and 
dermatology, which share similarities with ophthalmology as they 
are heavily reliant on diagnostic imaging, which is the foremost 
application of AI in health and medicine. Moreover, AI analytics 
models combined with social media can be used to determine 
the risk of mental illness using human behavioral data and 
identify risks of mental illnesses [37,38]. Additionally, Chatgpt 
can influence mental health support through conversations with 
individuals experiencing emotional or psychological distress. In 
reality, Chatgpt is not a substitute for professional therapy, but it 
provides a listening ear, offers resources, and helps individuals 
better understand their feelings [39].

iii.	 Administrative assistance, medical professionals 
regularly encounter fresh obstacles because of changing duties and 
frequent disruptions in a dynamic and constantly shifting medical 
environment. Physicians are believed to dedicate approximately 

half of their usual daily practice hours to administrative duties 
and desk work [40]. AI can not only automate administrative 
tasks like appointment scheduling and reminders, follow-up 
communications, record-keeping but also can minimize the 
burden on hospitals due to unnecessary medical interventions, 
resource consumption, hospital overcrowding and loss of time 
and effort. AI can also help reduce clinician burnout by minimizing 
administrative burdens such as documentation [41]. The 
utilization of AI and automation can help with many routine tasks, 
making processes more efficient and freeing up providers’ time 
for other activities. Physicians and other medical professionals 
have the ability to verbally dictate notes without using their 
hands, allowing them to spend more time directly interacting with 
patients. AI technology assists healthcare providers in ensuring 
that medical documentation is thorough by offering suggestions 
and recommendations. Ultimately, AI can assist in precise coding, 
exchanging information between departments, and handling 
billing.

iv.	 Nursing assessment, many researchers have found that 
patients are satisfied with the use of AI, with responses provided 
by nurses available 24/7. AI-powered wearable devices have 
been utilized for monitoring and analyzing essential signs in 
patients, including blood pressure, heart rate, saturation, body 
temperature, blood glucose levels, and quality of sleep. Nurses are 
no longer burdened with constant manual monitoring and do not 
have to perform numerous interventions with patients, resulting 
in improved care quality and increased patient satisfaction 
[42,43]. AI virtual nursing assistants, such as AI-driven chatbots, 
applications, and other interfaces, can be utilized to assist 
individuals and older individuals with various tasks. For instance, 
they can be relied upon to answer medication questions, respond 
to routine patient inquiries via phone or email, report to physicians 
or surgeons, schedule appointments, and send patients reminders 
for follow-up and clinical appointments, etc. Ultimately, all these 
procedures can benefit both patients, healthcare providers and 
institutions by reducing the frequency of hospital visits. Such 
routine monitoring and scheduling allow staff to spend more time 
to personally socialize with patients, where human judgment and 
interaction matter most [44-46].

v.	 Staying in hospitals, telehealth monitoring not only 
reduces the need for hospitalization of patients, but can also 
enable some patients to stay at home while their health conditions 
monitored by machine-learning algorithms. Hospital length 
of stay (LOS) is a crucial aspect of healthcare effectiveness as it 
directly affects healthcare costs [47]. Alternatively, LOS may 
result in higher expenses and potential medical issues linked to 
a heightened likelihood of acquiring hospital-acquired infections. 
AI systems at home can be used to monitor patients with insulin 
irregularities, heart arrhythmias, swallowing problems, and other 
medical issues instead of relying on physicians.
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vi.	 Dosage error reduction, AI-based decision support 
systems have been proven to improve patient safety through error 
identification, patient categorization, and medication oversight 
across all stages, including prescribing, administering, and 
dispensing. Considering unique patient traits and customizing 
treatment can reduce errors related to incorrect dosing with the 
help of AI. With the help of wireless sensing AI technology, devices 
in the patient’s environment can detect mistakes in the way the 
patient uses insulin pens and inhalers. Even an extra dose of a 
drug or medicine can have disastrous consequences for the body 
of patient, it is therefore very important that patients take the 
prescribed dose of medication correctly and on time [48].

vii.	 Safer surgeries, the field of surgery has witnessed 
tremendous and continuous technological advances in recent 
years. AI-powered robots are present throughout the entire 
surgical process, from the beginning to the end. Additionally, AI 
helps surgeons work in tighter spaces as opposed to traditional 
open surgery, navigating around delicate organs and tissues 
in confined areas, reducing blood loss, complications, and 
post-operative discomfort. Until now, studies in neurosurgery, 
orthopedics, ophthalmology, and urology have shown the 
significance of AI in improving the diagnosis and outcomes of 
medical operations like total joint replacement, prostate cancer, 
and brain tumor treatment. As a consequence, robotic surgery 
often results in reduced scarring and faster recovery times 
compared to conventional surgery [49,50].

viii.	 Fraud prevention, fraud is widespread in healthcare; 
AI can assist in identifying abnormal or questionable activity 
in claims, like billing for costly services or procedures through 

unbundling, unnecessary tests to exploit insurance payments [51].

ix.	 Medical training and education, Chatgpt serves as 
a training aid for healthcare professionals, assisting them 
in improving their expertise and abilities. The ability to 
simulate patient interactions, allows healthcare providers to 
practice clinical decision-making, diagnostic reasoning, and 
communication skills in a virtual environment. Simulation also 
allows clinicians be trained quickly on a series of trials before 
moving on to real-life circumstances. Using computational 
simulation is way more effective than physically manipulating 
the simulation environment, and the advancement in computing 
power is creating virtual simulation environments to improve the 
accuracy of real-world modeling. This obviously benefit medical 
education, training programs, and continuous professional 
development [52, 53].

x.	 Patient engagement and training, three quarters of 
patients believe that scientific progress should prioritize the 
needs and concerns of patients and their families. A consensus is 
developing that patient engagement and education are crucial in 
healthcare delivery and safety [54].

xi.	 Reduced costs, technology has the potential to reduce 
hospital admissions and hospitalizations repetitive tasks by 
focusing healthcare professionals on critical thinking and clinical 
creativity [55].

In 2023 (Figure 2), the top four applications of AI in healthcare 
worldwide were robot-assisted surgery (21.56%), virtual nursing 
assistant (16.45%), administrative workflow assistant (14.08%), 
and medical imaging & diagnosis (12.55%).

Figure 2: Utilization of Worldwide Artificial Intelligence in Healthcare in 2023.
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Artificial intelligence during the Covid-19 outbreak 

The hospitalization of a large number of patients during the 
Covid-19 pandemic caused the global health system to collapse. 
Shortage of healthcare professionals due to illness, exhaustion 
and burnout, scarce hospital resources, limited access to Covid 
testing and protective equipment, and the need for real-time 
speed, responsiveness, proactivity, accuracy, analytical capacity 
and precision, become even more pronounced. Due to these 
constraints, governments, the private sector, and public health 
systems are increasingly interested in developing AI systems, 
telemedicine and robotics to improve patient management [56-
58].

In this context, data and artificial intelligence have come to 
the fore as key solutions in the fight against the pandemic, both as 
medicine to find vaccines, drugs or cures, and as the development 
of public sensing applications to identify potentially infected 
individuals. In this sense, AI applications have been focused on 
strong analysis, diagnosis, and treatment (e.g., prevention and 
self-treatment), by minimizing in-person interactions and hospital 
appointments, thus decreasing the potential transmission of 
Covid-19 and other viral pandemics. Furthermore, has worsened 
the accessibility situation for many people, particularly in 
disadvantaged areas, who have lost their jobs and some or all of 
their income and as a consequence the access to health insurance. 
More than ever, AI-related technologies are more central than 
ever in tackling this worldwide health emergency. Thanks to 
advances in computing and AI, telemedicine makes it possible to 

give physicians the opportunity to treat patients and prescribe 
medicines. Telemedicine is also being recognized more than 
ever as a valuable technology that can provide home healthcare 
to the vast majority of people. Furthermore, machine learning 
and DL technologies and tools have sped up medical research 
on drug discovery, quick genome sequencing to gain a better 
understanding of viruses, and predict patient outcomes. Moreover, 
quick identification of medical images has played a crucial part for 
artificial intelligence in current difficult circumstances. AI has not 
just improved diagnostic capabilities, but also played a key role in 
virus containment efforts [59-61]. Consequently, AI applications 
has been crucial in helping healthcare professionals respond to 
the coronavirus outbreak and develop Covid-19 immunization 
drugs.

Nevertheless, the Covid-19 outbreak presents a possible 
danger to the privacy, confidentiality, and security of patient and 
citizen information. The future of technology-driven healthcare’s 
societal impact is uncertain. These actions could lead to significant 
outcomes, such as the unauthorized release or exploitation of 
confidential information that infringes on citizens’ rights, or the 
repurposing of medical data for non-health-related purposes.

Considerations in implementation of AI and Robotics 
Technologies

Without no doubt the potential benefits of AI in healthcare 
are immense, however there are several challenges, barriers and 
dilemmas around privacy, trust, transparency and accountability 
associated to its implementation (Figure 3).

Figure 3: Challenges and Barriers in implementation of artificial intelligence and robotics technologies.
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Ethical Considerations

While the potential benefits are immeasurable, the use of ΑΙ 
and robotics scares many people due to concerns and fear of the 
various impacts that the development of technology brings to 
the health care of individuals, the functioning of organizations 
and society in general. It is obvious that there are difficulties, 
vigorous skepticism, worries and limits to overcome before 
it can be implemented. Privacy and anonymity of health data 
is serious but common concern facing AI in healthcare. Since 
medical AI technologies rely on medical data, sharing this data 
across different platforms during the process can potentially 
compromise individuals’ privacy, while AI software is expected to 
eventually handle tasks currently requiring human involvement 
[62-67]. Ensuring data security is another major challenge and 
is the responsibility of all stakeholders. In particular, healthcare 
professionals must receive training on the importance of privacy 
and security measures for healthcare data [68-71].

Legal Considerations

Humans are by nature combine various cognitive processes 
and abilities to think, reason, examine and adapt to new situations. 
So, decision making and responsibility are crucial capabilities that 
are essential for health research. Through knowledge and frequent 
training, AI can knowledge, but not human thought processes 
and critical thinking. Medical decision-making has traditionally 
been carried out by frontline professionals, but the introduction 
of intelligent machines in decision-making and support brings 
up concerns regarding privacy, consent, accountability, and 
transparency. Considering this viewpoint, with AI transitioning 
from a luxury to an essential component of contemporary digital 
systems, it is crucial to think about the possible consequences and 
determine who is responsible for managing it. Health systems 
should at least consider the following aspects when planning the 
use of AI for health [72]:

i.	 Accessing domain expertise and background knowledge 
is necessary in order to comprehend and establish the essential 
rules that must be followed when dealing with the dataset.

ii.	 Access to cloud computing is advanced enough to enable 
real-time decision-making.

iii.	 Guidelines for responsible and ethical data access: 
healthcare and medical data are extremely confidential, variable, 
substantial, and not ideal for machine learning advancement, 
assessment, utilization, and integration intentions.

iv.	 Implementation research of utilization of algorithms 
and their integration into appropriate workflows

v.	 An appropriate regulatory framework.

Technical Considerations

The interpretability and explainability of AI’s capabilities 
should also be considered. Despite the so many advantages of 

AI, its application in medicine has not been universally accepted 
because the accuracy of AI algorithms is not completely one 
hundred percent. This means that AI has the potential for clinical 
bias and errors. Furthermore, AI’s lack of interpretability is 
evident in certain instances, with professionals struggling to 
comprehend the functionality of AI algorithms, thus hindering 
the ability to elucidate certain AI behaviors. In the field of clinical 
care, professionals face challenges in conveying the process of 
decision-making to patients when they lack comprehension about 
AI’s role in making medical decisions and the resulting outcomes 
[71,73,74].

Social Considerations

Some healthcare professionals support that the introduction 
of AI and robotics risks dramatically changing the size of 
the healthcare workforce, this means that if automation, AI 
technologies and robotics potentially continue to grow in the 
healthcare industry is something that could cause the replacement 
of previously essential workers. Adoption of AI by key stakeholders 
such as physicians has so far remained low [75-77]. Certainly, 
different technologies have been introduced over the past century 
or more, and in many cases the displaced employees have found 
other employment. There is therefore every reason to believe that 
this re-displacement of workers will happen again. How to deal 
with new environmental and technological innovations is a matter 
of time, resources and policies. The ultimate solution, beneficial 
for society as a whole, will come from our efforts and initiatives 
to offset the negative impacts of AI and robotics on our lives and 
society and embrace the positive ones. When healthcare relies on 
AI tools, communication barriers may arise between patients and 
machines; this fact decreases face-to-face interactions between 
patients and physicians. Many patients way only want human 
social interaction during the consultation and may not want to 
change this traditional physician-patient relationship. Patients 
should reduce their fear of AI devices, and physicians should 
be competent in interacting with AI systems to ensure effective 
healthcare delivery [64].

Responsible AI Systems and Robotics technologies

As always, transition to new technologies and adaptation to 
new environments is complex and changing our working life, with 
many different dynamics interacting with each other. Despite the 
massive potential of AI systems and robotics, they are still far 
from replacing many types of tasks that employees are good at. In 
a specialized field like healthcare, seems that AI technology and 
robotics are capable of replacing employees in doing dangerous, 
heavy, routine, exhausting, repetitive and predictable tasks, as 
well as in tasks that require great precision at microscopic scales. 
Usually, technological trends always replace the lowest-paid 
workers, but AI is now also gradually supporting and possibly 
replacing analytical tasks. This is because, AI technology and 
robots will most likely be used alongside human employees, as 
in no sense, are able to replace the complex nature of decision-
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making, creativity, innovation or human characteristics such as 
emotions and compassion, that cannot be easily mimicked, since 
their skills and abilities cannot be easily programmed and replace 
abled by robots [75-78].

Developing ethical AI systems is extremely crucial, thus the 
models need to undergo thorough evaluation for different data 
and tasks using multiple performance tests and explainability 
assessments, ensuring data privacy is maintained and preventing 
algorithmic bias from noisy data or external attacks. Listed are 
some recommended strategies for ethical AI systems to address 
the shortcomings of traditional AI in the healthcare field [67,79]:

i.	 Building efficient and trustworthy user-centered AI 
systems.

ii.	 Consistently make system updates based on user 
feedback and real-time performance, striking a balance between 
simple and optimal solutions.

iii.	 Provide the broader community with information, such 
as tools, databases, research, and other resources.

iv.	 Remain vigilant for both immediate and distant issues 
to anticipate the system’s overall performance and forecast user 
reactions to upcoming improvements.

v.	 Iterate integration and isolation testing of subsystems, 
taking into consideration different standard data sets, users, and 
use cases.

vi.	 Inform users about the depth and breadth of training 
while acknowledging the limitations set by the dataset and model.

vii.	 Utilize various indicators and metrics to comprehend 
the trade-offs among diverse failures and experiences.

Artificial intelligence and Robotic technologies in 
healthcare in Europe 

In the European Union’s 27 countries, the proportion of 
population aged 80 and above is expected to double, from 
6.1% in 2020 to 12.5% in 2060. Meanwhile, there is a decline 
in the number of well-educated and trained young healthcare 
professionals, leading to a significant shortage of skilled 
personnel such as physicians, nurses and midwives in several 
countries across the European Union [80,81]. A fundamental 
problem, especially in hospitals in Southern Europe, is the lack 
of communication between patients, physicians, nurses, and 
other healthcare employees. As hospitals often require shifts 
of more than twelve hours, it seems that the rate of inadequate 
care for patients is high when physicians and nurses work more 
than thirteen hours. Encouraging healthcare professionals is a 
difficult problem and recruiting them from overseas is not the 
ideal answer. Furthermore, studies have indicated that nurses 
are at a higher risk of fatigue, burnout, and job dissatisfaction 
when they work more than ten hours. Another research study 

showed that nurses reported more mistakes in decision-making 
as a result of fatigue, daytime drowsiness, lack of recovery time 
between shifts, and low quality of sleep, compared to reports from 
well-rested nurses. Long-term working shifts harm the health and 
well-being of healthcare personnel, which increases the voluntary 
turnover rate, and also negatively affects the care of patients 
[82,83]. Research has shown that the development of AI-enabled 
health information technology can help healthcare personnel in 
multi-tasking work environments such as vital sign confirmation 
and collection, medication management, infectious diseases, 
etc. In particular, delegating non value-added nursing activities 
and tasks will alter the role of nurses, allowing them to engage 
with patients in a more efficient and effective manner. Equally, 
there is convincing evidence that implementing AI and robots 
in the workplace will create new opportunities and positive job 
growth in the long run, this is because many new specializations 
will be created, coming from data science and engineering in the 
service sector and applications (e.g., programmers, data scientists, 
cybersecurity experts and IT specialists) [84-86].

Many European countries have been leading the way in AI 
research and development, prioritizing patient outcomes while 
also focusing on cost reduction and enhanced efficiency. In 
parallel, the European Union has been actively involved in shaping 
AI policy by creating ethical guidelines and initiating the AI4EU 
project to drive the rapid growth and acceptance of AI technology 
across Europe. In Figure 4, it seems that Estonia with 33% leads in 
the use of medical robotics, Ireland and Romania (38%) have the 
higher rates in usage of AI technologies for patients monitoring, 
and Cyprus (72%), Slovakia (57%) and Czech Republic (53%) 
are at the forefront of using AI for disease diagnosis. Greece has a 
geographical distribution that includes numerous isolated villages 
both on the mainland and the islands, leading to challenges in 
providing healthcare to residents. Additionally, due to the shortage 
of digital data such as integrations to the Electronic Health 
Record (EHR), starting any project will require building from the 
ground up and potentially developing AI systems that prioritize 
data quality over quantity. This will be based on a dataset that is 
scalable, customizable, and governable. Healthcare expenditures 
are not increasing at the same rate as revenue. Additionally, many 
research studies indicate that primary care is not functioning 
efficiently, leading to significant issues in hospital emergency 
departments and resulting in longer wait times and reduced 
quality of patient care [87,88].

Conclusion

By 2050, estimated that approximately a quarter of total 
population in Europe, expected to be aged 65 and over. Managing 
these patients will be costly and healthcare systems will need to 
shift from a philosophy based on episodic care to one that focuses 
on more personalized, preventive and long-term care management. 
Millions of patient information and details, including blood 
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values, medication plans and brain scans, are stored in clinical 
and practice databases every day. Digitization is generating huge 

amounts of data. However, the most important thing is not only to 
collect the data, but also to make the best use of it.

Figure 4: The utilization of AI technologies in healthcare within the European Union.

An efficient healthcare system, particularly hospitals, are 
essential for society as they are key components in providing 
quality services and resources to patients within a network of 
various actors. AI has a promising future in healthcare, with 
advancements in disease classification and AI-monitored surgical 
robots on the horizon. Given the shortages of skilled healthcare 
professionals, AI and robotics-based solutions could represent 
one way to increase quantity and quality of health care, while 
helping to address a more accurate and more efficient patient 
pathway. Healthcare systems will find it hard to stay sustainable 
without significant structural and transformational changes.

Nevertheless, the utilization of AI and robotic technologies 
in healthcare has sparked concerns regarding relying solely on 
technology to address healthcare challenges. These concerns 
include the importance of maintaining transparency and 
safeguarding data to ensure responsible deployment in sensitive 
healthcare scenarios. It is crucial to proceed with caution to 
protect patient privacy and security while also working to 
alleviate resistance to automated and somewhat unclear methods 
of assisting in various healthcare services. In the upcoming 
future, we will need to confront similar moral quandaries. These 
advantages and constraints indicate that optimizing the role of AI 
systems and Robotics is possible only through cooperation with 
human intelligence.
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