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Abstract

This study identifies the main benefits and effects of moving data to the cloud, the opportunities and challenges when migrating IT resources to
cloud computing, the security, compliance, and risks when migrating IT resource to cloud computing, the structure, services, and deployment
models. And the concept of virtualization in the context of servers, storage, and network systems strategies for migration, as well as the benefits
of cloud-based services for business applications
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Abbreviations: SMEs: Small and Medium Sized Enterprises; AWS: Amazon Web Services; GCP: Google Cloud Platform; [aaS: Infrastructure as
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Introduction

) o ment and installation of hardware, virtualization, the installation
Cloud computing refers to the distribution of computer ser-

vices such as servers, storage, databases, networking, software,
analytics, intelligence, and other services through the Internet.
Cloud computing offers an alternative to maintaining a data center

of the operating system and any other necessary applications, the
configuration of the network and the firewall, and the establish-
ment of a storage area for data. After we have completed all of the
initial setup, it is now our responsibility to manage it over its full

on the premises of a business. With an on-premises data center, it . . -
existence the overall cloud computing process are shown in Figure

is our responsibility to manage everything, including the procure

- N

Figure 1: Overall cloud computing process.
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We are elaborating the why businesses SMEs (small and me-
dium sized enterprises) should adopt cloud technology. Moving
information, localhost applications, services, and data to the dis-
tributed cloud computing infrastructure Several factors, including
preparation and an examination of the impact on current cor-
porate systems, will determine if this data transfer procedure is
successful. Moving locally stored data in a public cloud computing
environment is one of the most frequent activities.

The hotel sector may gain a lot from the idea of cloud com-
puting [1,2]. The hotel industry’s management of information and
computer resources will likely be significantly impacted by the
shift to cloud computing [3,4]. Whether a company is a tiny, indi-
vidual resort or a major, global hotel chain, technology investment
must benefit the company. Since every firm will have a different
approach, a thorough analysis must be done to pinpoint the key
problems that need to be examined before moving to the cloud.
The cloud is quite flexible in IT infrastructure that can be used by
a wide range of end users in a variety of ways [5,6]. The cloud pro-
vider may instantly and dynamically allocate computing resources
when new users join the system. In order to increase computing
resources, cloud providers use a flexible cloud architecture that

employs a very effective economies of scale technique [7].
Risk and Challenges for Cloud Computing

In order to migrating IT resources to cloud computing we have
to face some challenges as show in Figure 2. The significant por-
tion of the work that we do in cloud settings for a diverse variety
of customers involves assisting those customers in overcoming
obstacles caused by shifting workloads and fixing points that are
not completely optimized. The most common difficulties associat-
ed with cloud migration are as follows.

. Lacking a clear strategy determined by business objec-
tives

. Cloud sprawl caused by not having a clear understand-
ing of the full scope of cloud environments

. Exceeding the planned budget
. Security weak points and failures of critical services

. Human error and a lack of skills required to operate the
new infrastructure

e N
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Issues
Figure 2: Risks and challenges of cloud computing.
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Costs Management

Many companies migrate to the cloud without adequately as-
sessing the work, which leads to an inaccurate cost prediction [8].
Additionally, because cloud environments are dynamic, expenses
might unexpectedly increase if companies choose to expand their

applications or incorporate new services [9]. Use an AWS calcula-
tor to prepare the budget appropriately since costs for AWS cloud
migration vary based on the service used and the number of users
[10]. As migrating data is a slower operation and where business-
es may save money, experts advice starting with the least-used
services in the application rather than the most-used ones [11].
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Right Performance & Quality

The success of a smooth transfer may depend on the caliber,
dependability, and performance of cloud apps [12]. Before making
any plans for an AWS transfer, every feature, the least amount of
downtime, and rapid access must be carefully taken into account.
It is crucial to accurately predict how much downtime each migra-
tion step will cause and to have a plan in place to have as little of
an impact as possible [1].

Lack of Resources or Expertise

Lack of Resources or expertise is one of the significant chal-
lenges in Cloud Computing [13]. Organizations are rapidly placing
their workloads on the Cloud as Cloud Computing is significantly
advanced [13]. Because of these factors, businesses face difficul-
ties in keeping up the tools, and there is a need for expertise also
increases. The following challenges can be minimized by provid-
ing extra training to the IT team.

Governance or Control

Governance or Control is also one of the challenges that users
face in Cloud Computing. Proper IT governance ensures that the
appropriate IT assets are implemented and utilized as mentioned
in agreement policies [14]. Ensure that these assets are correct-
ly working, and the maintenance has also been done; make sure
that these assets support the organization’s planning and business
goals [15]. Currently, in Cloud World, organizations do not have
complete Control over infrastructure provisioning, DE-provision-
ing, and operations. The third-party cloud providers are providing
governance support and best practices.

Compliance and Security

Various degrees of compliance validations and security re-
quirements may be necessary for many different business types
and the industries they operate in, regardless of where the sys-
tems and apps are housed-on-site or on the cloud [15]. “The
cloud” is not a new technology, but rather a new method of pro-
viding computer resources. On the one hand, a vast concentration
of resources and shared infrastructure may be more appealing to
cybercriminals, particularly when combined with APIs for cloud
administration that are open to the public. On the other side, how-
ever, security measures that are located in the cloud have the po-
tential to be more resilient, scalable, and cost-effective. Numerous
advantages, such as lower capital expenditures, agility, and resil-
ience, make cloud computing appealing to enterprises. Yet, there
may be both positive and negative effects on safety [16].

When implementing a cloud approach, a new model of shared
responsibility emerges because of the presence of a third party
(the cloud provider) who provides services on your behalf. The
cloud service provider is responsible for cloud security, but you
must take care of security within the cloud yourself. Instead of
trusting your cloud service provider will handle security, you
should take the time to learn exactly what falls under your pur-
view [17].

Internet Connectivity

Cloud Computing Services are entirely dependent on high-
speed stable internet connection. So, the tiny enterprises might
face connectivity problems and should invest a good amount in
internet connections, so there is no downfall. Because if collapse
takes place because of any issue, the business will face losses [18].

Cloud Computing Developments Models and
Architectures for SMEs

Microsoft Azure, Amazon Web Services (AWS), and Google
Cloud Platform are the three largest public cloud providers, some-
times known as hyperscalers (GCP) [19]. The precipitous ascent
of these three providers over the previous five years is a strong
indication of cloud adoption’s rising trajectory. Regarding market
share and quantity of services offered, AWS remains the industry
leader. However, Azure has shown to be the undeniable number
two. steadily narrowing the gap. Azure is the most popular cloud
platform among corporations and huge platforms offered by Goo-
gle Cloud for organizations is the most rapidly expanding of the
big three and is widely regarded as an innovator. In general, public
cloud companies provide three distinct cloud computing models.

IaaS (Infrastructure as a Service)

The best essential component of cloud computing is infra-
structure as a service (IaaS), which offers a cloud-based, on-de-
mand service. access to computer resources on one’s own, such
as virtual resources (which are used in the operation of virtual
machines), as well as dedicated resources in the areas of hard-
ware, storage, and networking offers a cloud-based, on-demand
service. Many clients are making their first foray into cloud com-
puting with this. While these resources resemble certain familiar
on-premises technologies, the underlying infrastructure is han-
dled by the cloud platform provider rather than the end user, who
just consumes the resources (such as virtual computers) on a pay-
per-use basis [20]. Popular IaaS computing services include Spe-
cifically, Amazon Elastic Compute Cloud (EC2), Microsoft Azure
Virtual Machines, and Google Cloud Platform (Compute Engine).

Platform as a Service (PaaS)

PaaS$ adapts the ideas behind laaS. a step further. PaaS rais-
es the level of abstraction of the. for end users up to foundational
framework and including the operating system [21]. This implies
that end users are not responsible for managing the virtual com-
puters that are part of the underlying architecture of the operating
systems that operate on them. Customers instead invest their time
and effort into the deployment and maintenance of their applica-
tions, namely those that are constructed on top of the PaaS service.
While this lowers infrastructure flexibility, it allows end users to
access specific application services more rapidly, improving mar-
ket speed while decreasing operational complexity [22]. Amazon
Elastic Beanstalk, Google App Engine, and Microsoft Azure Web
Apps are examples of services that fall within the PaaS.
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SaaS$ (Software as a Service)

All SaaS solutions may be accessed using a web browser or an
app and are typically cloud-based. Since the cloud provider takes
care of all other aspects of the program, including the software
itself, the end user only has to be concerned with the data that
is stored on the application, not the underlying operating system,
virtual operating system, or physical infrastructure. SaaS pro-
grammers such as Microsoft 365, Google Workspace, and Sales-
force are just a few examples of popular applications [23].

All SaaS solutions are frequently located on the cloud and eas-
ily available through a web browser or a mobile application The
end user just needs to worry about the data stored on the applica-
tion since the cloud provider maintains everything else-from the
software itself to the operating system that is running underneath
it as well as the virtual and physical infrastructure. Microsoft 365,
Salesforce, and Google Workspace are examples of well-known
software as a service projects.

Types of Computing Deployment Models

There are four basic types of cloud computing deployment
methodologies now in use.

Private / On-Premises Cloud

An on-premises cloud, also known as a private cloud, is an ex-
tension of the on-premises IT architecture that incorporates cer-
tain features of public cloud computing. These qualities include
Provisioning self-service and semi-automated and consumption
of resources. It is often privately owned and managed by a single
entity (i.e., an enterprise organization) for their internal consump-
tion [24]. It is essential to keep in mind that a customer’s Private
clouds can be hosted either on the customer’s premises, within
the customer’s own data center, or on the customer’s premises of a
third party, either in the form of a facility for co-location, or even at
alocal service provider. in the form of a managed service offering.,
or on the customer’s premises of a third party, either in the form of
a co-location facility or even at a local service provider in the form
of a managed service offering.

Both of these options have their advantages and disadvantag-
es. Many enterprise customers have a preference to keep using
private clouds that are run in their own data centers and are man-
aged by their dedicated IT teams. These teams are responsible for
the management of the infrastructure platform on a day-to-day
basis, together with its procurement and provisioning. This model
of deployment is typically associated with a high CAPEX (capital
expenditures) cost, despite the fact that it provides advantages
such as granular control, security, and flexibility.

Public Cloud

Large cloud service providers (also known as hyperscalers;
see above) own and operate the public cloud as a globally dis-
persed, shared information technology (IT) infrastructure that
features logical partitions to ensure the privacy and security of

multiple tenants. In order for their clients to utilize these environ-
ments in a risk-free manner, cloud service providers develop and
construct scalable platforms and assure the existence of logical se-
curity barriers. autonomously, and without human intervention.
Importantly, users of the public cloud can switch from the conven-
tional IT model of capital expenditures (CAPEX) to an operational
expenditures (OPEX) model by paying only for the resources they
actually use [25]. Multiple computing models (as described above)
are made available to end users via the public cloud, which is an
advantage over traditional deployment models due to the public
cloud’s scalability, high reliability, availability, and cost efficiency.

Hybrid Cloud

There are two types of cloud deployment architecture: public
and private/on-premises. When these two models are combined,
customers gain access to the best features of both while also re-
ceiving an IT solution that is better suited to the needs of each de-
partment or LOB within the company. Hybrid cloud management
is extremely adaptable, allowing consumers must fulfil demand-
ing standards such as data sovereignty and security without giv-
ing up the advantages of the public cloud, such as innovation, cost
efficiency, and scalability. However, the operational complexity as-
sociated with a hybrid cloud strategy may limit its applicability to
only the most demanding of clients, such as large enterprises [26].

Hybrid architectures have a great deal more flexibility to fulfil
both the established and the emerging needs of the business be-
cause they can access resources from both traditional data centers
and public cloud computing environments. The increasing num-
ber of business clients who are starting to consume information
technology solutions offered by public cloud providers is a major
factor that is driving the rising popularity of the hybrid cloud ar-
chitecture model. clouds while continuing to use their previous
on-premises IT environments.

Multi-cloud

Although it is arguable that the multi- cloud the multi-cloud
approach is predominantly oriented on the integration of a multi-
tude of platforms hosted in the public cloud (at least two or more
public cloud platforms), with or without the presence of private
clouds. The implementation of this architecture is basically a spe-
cialized kind of hybrid cloud technology. It is possible to achieve
this goal with or without the utilization of private clouds. An orga-
nization is given the by employing this strategy, it will be possible
to deploy applications or information technology services across
numerous cloud platforms that are controlled by employing a het-
erogeneous architecture and governance style across the board,
several cloud service providers [27].

Virtualization in Cloud Computing

The term “virtualization” refers to a technique that enables
users to generate digital representations of actual devices such as
servers, storage systems, and networks [28]. The ability to oper-
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ate several virtual machines simultaneously on a single physical
computer is made possible by virtual software that emulates the
functionality of real hardware. Virtualization allows businesses to
maximize the effectiveness of their utilization of their hardware
resources and get higher returns on their investments. In addition
to this, it powers cloud computing services that assist enterprises
in more effectively managing their infrastructure [28].

If you use virtualization, you will have greater flexibility in
how you interact with any hardware resource you choose. Phys-
ical servers require maintenance and upkeep, as well as con-
sumption of electricity and storage space. If you want to access
them, your options are frequently constrained by factors such as
physical proximity and the design of the network. Virtualization is
able to circumvent all of these restrictions because it abstracts the
functionality of physical hardware into software. Your hardware
infrastructure can be maintained, managed, and used just like an
application when it’s connected to the web. Take for example a ho-
tel that requires servers for the following three functions:

1.  Safely storing emails related to business
2. Maintain an application that interacts with customers

3.  Carry out operations on applications used within the
company

Efficient Hardware Use

Using the technology known as virtualization, the hotel was
able to generate three digital servers, also known as virtual ma-
chines, on a single physical server. It is capable of using the virtu-
al machines in the same manner as the real servers and sets the
operating system requirements for such machines. However, the
business now has fewer pieces of gear, which has resulted in fewer
associated costs.

Infrastructure as a Service

The hotel may take things take it one step further and make
use of a cloud instance or virtual machine that is offered by a cloud
computing provider such as Amazon Web Services (AWS). AWS is
in responsible of maintaining all of the underlying hardware, and
the company may make requests for server resources in a variety
of different configurations. These requests can be made using the
AWS management console. On these virtual servers, every single
software continues to work normally, and users are completely
unaware of any modifications that have been made. The informa-
tion technology staff of the organization will also profit from the
streamlined management of the server.

How AWS with the Implementation of Computing in the Cloud
and Virtualization?

By utilizing AWS, you have many options for rapidly develop-
ing, deploying, and launching cutting-edge technologies. For in-
stance, you may profit from any of the following services:

. Use Amazon Elastic Compute Cloud (Amazon EC2) to ex-

ert granular control over your infrastructure. Pick the central
processing units, storage choices, and networking configura-
tions that work best for your requirements.

. Utilize AWS Lambda for server-less computing to exe-
cute code without requiring servers.

. Amazon Light Sail may be used to construct affordable
and predictable costs for virtual servers, storage, database
management, and networking services.

Virtualization Has Many Advantages.
Virtualization offers many benefits to any business.
1. Efficient resource utilization

The use of hardware resources in your data center may be im-
proved by virtualization. For instance, rather than running a single
server on a single computer system, you might construct a virtual
server pool on the same computer system by removing servers
from the pool as needed and then returning them when they are
no longer needed. Your data center will have more free space as
a result of having fewer underlying physical servers, and you will
spend less money on utilities like energy, generators, and cooling
equipment.

2. IT Administration that is Fully Automated

Since actual computers may now be represented virtually, you
can manage them with the help of various software applications.
Administrators are the ones responsible for developing deploy-
ment and configuration scripts in order to construct virtual ma-
chine templates. You are able to replicate your infrastructure on
a regular basis and maintain its integrity while avoiding manual
settings that are prone to mistake.

3. Accelerated Catastrophe Recovery

When outside forces, such as natural catastrophes or cyberat-
tacks, have a detrimental impact on the operations of a company,
it may take many hours or even several days to recover access to
the IT infrastructure and either replace or repair a physical server.
With virtualized environments, on the other hand, the procedure
just takes a few minutes. This fast reaction considerably enhanc-
es the resilience of the system and promotes the continuation of
commercial activities, allowing operations to continue as sched-
uled.

Hotels Shifting their Focus to Cloud Computing

The total cost of ownership (TCO) is decreased, and delivery
time is shortened, and possibilities for new innovations are ex-
panded. The ability to quickly adapt to shifting market conditions
and customer preferences is made possible by having data stored
in the cloud. As a result of rising online demand and the popularity
of remote work, many businesses have moved their services and
data to the cloud in recent months. Companies that have already
started transitioning to cloud computing are paving the path for
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future enterprises by expediting the cloud revolution Applications
of daily life in cloud computing hotel industry as show in Figure 3.
Benefits of migrating to the cloud are.

. Increased agility and flexibility

. Ability to innovate faster

. Easing of increasing resource demands

o Better managing of increased customer expectations

D Reduction in costs

. Deliver immediate business results
o Simplify IT

. Shift to everything as-a-service

o Better consumption management
. Cloud scalability

. Improved performance

e N
Front office application : Back office Application :
Restaurant and banquet management : Guest related interface application :
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Figure 3: Applications of daily life in cloud computing hotel industry.
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Migration Strategies hotels IT and IS departments that are much simpler operations.

Cloud migration strategies No of the state of the IT environ-
ment at your place of business at the moment, it is imperative that
your firm complete exhaustive preparation before beginning the
migration process. Every cloud provider has its own unique set of
cloud migration techniques, which are outlined in Table 1. These
cloud migration tactics may be adapted to fit your cloud-migration
strategy. Always keeping your customers and other end users in
mind throughout each step of the migration process is the aspect
of this process that is the most important.

Conclusion

In this review article, the disc implementing technology that
runs in the cloud at a hotel should be done with the goal of ei-
ther expanding earnings or reducing the amount of time spent on
various activities. Computing in the cloud has the ability to give

Using a system that is hosted in the cloud may result in financial
savings over the long run. Computing on the cloud offers numer-
ous advantages over in-house server systems, including cost-ef-
fectiveness, efficiency, scalability, and environmental friendliness.
These advantages may be found in cloud computing. Computing
on the cloud, on the other hand, raises a number of questions that
might prove to be problematic in terms of safety, legal accountabil-
ity, dependability, and trustworthiness. Before opting to make the
move to a cloud-based system, a hotel has to make an educated
and extremely thorough choice to determine whether or not the
advantages will exceed the difficulties.
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