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In this digital era the Information is our main assets. We have to keep secure our information and data, so we use different techniques to
secure our data. Information transmits through various channels and this channel must be secure. To secure our information we use different
techniques like stenography and cryptography. In this technique we hide original message by using encryption to secure our information and
then use decryption to retrieve our original message. Lack of awareness has caused for such cryptography and stenography to people don’t secure
information and hacker are change information and read the information or data to commit crimes have been overlooked and treated as a major
threat. In this review paper we mainly discuss cryptographic and Stenography various method to secure data or information.

Introduction

Through the past few years there is an incredible change
in information and communication technology. So, security in
communication over internet has become a worry. Network
security complications can be categorized roughly into four parts:
secrecy, authentication, non-repudiation and integrity control [1].
Secrecy or Confidentiality concerns with keeping the data away
from the unauthorized manipulators. That means unauthorized
users should not be able to read and recognize the data [2].
Authentication supports to confirm the exact uniqueness of
sender of the message. Attacker can pose as a diverse user and
may attempt to connect with the target and try to gain the serious
info [3]. Non-repudiation the sending and receiving parties of the
information or data should guarantee that both identify about the
interruption in sending and receiving of the data or information
[4]. Integrity denotes to the honesty of information or resources
[5]. An absence of integrity outcomes in dishonesty: when an
approved party collects incorrect information and trusts it to
be correct [6]. Integrity in CPS can therefore be observed as the
capability to uphold the operative goals by preventing, detecting,
or surviving deception attacks in the data sent and received by the
sensors, the regulators, and the actuators [7] (Figure 1).
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Figure 1: Classification of Network Security [2].

Types of Attacks

“Passive attack” when a network intruder intrudes data roam-
ing concluded the network, and “Active attack” in which an intrud-
er initiates instruction to interrupt the network’s steady operation
[8]. Cryptography is the science of securing data and analysing and
breaking the secure communication is known as cryptanalysis [9].

Cryptography
Science of secret writing is known as cryptography. Through

3000 BC the public of Greece and Egypt used this art of confiden-
tial writing. The initial term of cryptography was hieroglyphics
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derived from the Greek word “hieroglyphica” which means- sa-
cred carvings. Later on, it was retitled as cryptography [10]. This
process is the art of secret writing, which is used to encrypt the
plaintext with a key into ciphertext to be transferred between par-
ties on an uncertain network. Using an effective key, the ciphertext
can be decrypted to the original plaintext. Without the informa-
tion of the key, no one can retrieve the plaintext. Cryptography
plays an important part in several services, alike: confidentiality,
key exchange, authentication and non-repudiation. Cryptography
runs these services for secure communication across insecure net-
works [11].

Classification of cryptography

Cryptographic algorithms can be classified as the number of
keys used as. Figure 2 as shown below [12]
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Figure 2: Types of Cryptography [12].

Basic terms used in cryptography

Plain text: The original message that the person needs to
communicate with the other is defined as Plain Text. In cryptogra-
phy the real message that has to be send to the other end is given a
different name as Plain Text. For example, Alice is a person wants
to send “Hi how are you” message to the person Bob. Here “Hi how
are you” is a plain text message [13].

Cipher text: The message that cannot be understood by
anybody or worthless message is what we call as Cipher Text. In
Cryptography the original message is altered into non-readable
message before the transmission of real message. For example,
“Ajd672#@91ukl8*"5%" is a Cipher Text shaped [13].

Encryption: A procedure of transformed Plain Text into Ci-
pher Text is termed as Encryption. Cryptography performs the
encryption method to send close messages through an insecure
network. The method of encryption requires two things- an en-
cryption algorithm and a key. An encryption process means the
method that has been used in encryption. Encryption takes place
at the source side [13].

Decryption: A converse method of encryption is called as De-
cryption. It is a process of translating Cipher Text into Plain Text.
Cryptography uses the decryption method at the receiver side
to get the original message from non-readable message (Cipher
Text). The process of decryption involves two things- a Decryption
process and a key. A Decryption process means the method that
has been used in Decryption. Usually, the encryption and decryp-
tion process are same [13].

Key: A Key is a numeric or alpha numeric script or may be a
different sign. The Key is used at the period of encryption takes
place on the Plain Text and at the time of decryption takes place on
the Cipher Text. The selection of key in Cryptography is very sig-
nificant since the security of encryption process depends directly
on it. For example, if the Alice uses a key of 3 to encrypt the Plain
Text “President” then Cipher Text produced will be “Suhvighqw”
[13].

Symmetric encryption or secret key cryptography

In symmetric Cryptography the key used for encryption is like
to the key used in decryption. Thus, the key spreading has to be
made prior to the spread of data. The key plays a very vital role in
symmetric cryptography since their security directly depends on
the nature of key i.e. the key length etc. There are many symmet-
ric key algorithms for example DES, TRIPLE DES, AES, RC4, RC6,
BLOWFISH [14,15] (Figure 3).
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Figure 3: Symmetric key encryption process [15].
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Asymmetric / public key cryptography:

The asymmetric cryptosystem (or public key cryptosystem),
services two keys that are mathematically associated, use distinct
for the encryption and decryption of information. Figure 4 shows
the working steps of this process [11].

In this method with the single key, it is not likely to access the
data or simply determine the other key. The both of keys are man-
datory for the process to work. The key used for encryption is kept
public and so named as public key, and the decryption key is kept
secret and called private key. The keys are created in such a way
that it is impossible to create the private key from the public key.
Few examples of Asymmetric-Key Algorithms are RSA, Diffie-Hell-
man, Digital Signature Algorithm (DSA), Public-Key Cryptography
Standards (PKCS), Key Exchange Algorithm (KEA) etc. [11,16]
(Figure 4).
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Figure 4: Symmetric key encryption process [16].
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Hash functions

A hash function is a one-way collision-free function with a
fixed-length output. Hash functions are also named as message
digests. A hash function is a process that does not use any key.
However, a fixed-length hash value is compute based on the in-
put information such that it computationally infeasible to get the
input information from the hash value, or even any input string
that matches the certain hash value. Hash functions are generally
used to produce digital fingerprints of records and to promise the
truthfulness of the records [11].

Stenography

Steganography is a method for hidden communication. This
is attained by hiding data inside added data, thus hiding the ex-
istence of the linked data. The term steganography is resulting
from the Greek words “stegos” means “cover” and “grafia” means
“script”. The knowledge and exercise of hiding data has a lengthy
past. In Greece monarchs used to send info to their friend mon-
archs by script the letter on the head of a reliable soldier. During
world war-2 steganography was used as a way of invisible com-
munication. In modern steganography image, audio and video
files are used as steganography carriers [17]. Steganography is the
method of inserting hidden messages /information in such a way
that nobody can perceive the existence of the messages, except the
sender and planned receiver(s). The chief goal of steganography
is to hide the secret message or info in such a way that nobody is
able to perceive it. If they found any suspicion data, then goal is
defeated [18].

The basic model of steganography comprises of three
mechanisms

The carrier image: The carrier image is also named as cov-
er object that will carry the note/information which is used to be
concealed [2].

The message: A message can be everything like information,
folder or image etc. [2].
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Figure 5: Types of Stenography [2].
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The key: A key is used to decrypt/read the unseen message
[2] (Figure 5).

Text stenography

Text steganography is the most complex stenography: this is
typically due to the absence of a redundant data in a text file, which
is nota problem in a image of sound or image file. The building of a
text file is relatively close to what is visually detected, while other
media cover types (audio, picture, video) vary from what we really
see, which makes hiding data in them a lot easier than hiding it in
a text cover type. The benefit of text steganography is its require-
ment for lesser memory and simpler communication, permitting
it to send more data and lessening printing expenses [19]. Itis also
extremely trusting on linguistic, as each possess unique character-
istics. For example, the symbols in English is not reliant on its rel-
ative place in a word, while Persian/Arabic letters display diverse
forms created on the place of its symbols [20].

Image stenography

As the name suggests, Image Steganography refers to the pro-
cess of hiding data within an image file. The image selected for this
purpose is called the cover-image and the image obtained after
steganography is called the stego-image [21]. Image Steganogra-
phy is generally more preferred media because of its harmless-
ness and attraction. Image Steganography may classify accord-
ing to working domain: (a) Spatial domain and, (b) Frequency
domain. Spatial domain Steganography work on the pixel value
directly and modify the pixel gray-value [22]. In Frequency do-
main-based methods [23], images are first transformed into the
frequency domain and then message are embedded in the trans-
form coefficients [24].

Audio stenography

Audio steganography method uses the audio file as a host
(cover) file in inserting which is not simple and can be measured
as a challenge due to the sensitivity of Human Auditory System
(HAS). HAS senses the difference of audio file over a range of pow-
er larger than one billion to one and range of frequencies larger
than one thousand to one. However, it has holes and a large dy-
namic range can contribute to information hiding (Bender et al,,
1996). Audio files make suitable cover file for hiding because of its
high level of redundancy and high data program rate in adding to
the big size in contrast with other multimedia files. Somemethods
are discussed later [25].

Video stenography

Although different multimedia files are used as carrier to
protect information over internet. But among all methods, Video
steganography has overcome various problems like impercepti-
bility, capacity, robustness. A video is a consecutive arrangement
of fast-moving pictures and audio clips. Thus, it is very hard for
attackers to disclose secret information without analyzing each
single frame of video. Using this method, a usual property of hu-
man beings can be exploited due to dynamic nature of the video,
it decreases the probabilities of secret message recognition in dis-
tinction with image steganography [26,28]. Video steganography
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is extension of image steganography, but there is chief difference
between threats on both for example, lossy compression, pre-
sentations update, increased or decreased frame rate, adding or
removing of frames during video processing. Above all, inserting
capacity in video is very high [26].

Table 1: Comparison between Steganography and Cryptography [11].

There are many kinds of methods used for video steganogra-
phy. On basis of payload capacity, these are classified into follow-
ing types [27,28].

a)  Spatial Domain Techniques.

b)  Transform Domain Techniques (Table 1).

S.no. Context Steganography Cryptography
Host Files Image, Audio, Text, etc. Mostly Text Files
2 Hidden Files Image, Audio, Text, etc. Mostly Text Files
3 Result Stego File Cipher Text
Steganalysis: Analysis of a file with
4 Type of Attack an objective of finding whether it is Cryptanalysis
stego file or not.
5 Objectives Keeping the existence of a message Keeping the contents of a
secret message secret
N Used for securing information Used for securing information
6 Applications against against potential eavesdroppers
potential eavesdroppers g p PP
. . Confidentiality, Identification, Conf l.d en'tlallty, Data Inte.grlt.y
7 Security services offered L Identification and authentication
Authentication s
Non-repudiation
8 Technology specific SteganalySIEé)iz};?IStrlbutlon Key distribution, Law enforcement
problems with keyless steganography Cryptanalysis

Discussion

Nowadays internet is used by every person, government orga-
nization and various agencies and due to this some mischievous
organization and persons try to leak information. The currently
cybercrime plays major role in our society. Sharing information
and data should be secure while sharing information. So, to secure
information we use different Network Security. To secure informa-
tion, we need to encrypt/decrypt data by using cryptography and
Stenography. Both are art of hiding information through different
techniques. Cryptography mean secreting the content of the data
by encipherment. Stenography means covering the message itself
by hiding it with something else. This both techniques are also
used in information security. The importance of this techniques
used to send confidential reports to investigation and government
agencies by encrypting data.

Conclusion

Cryptography alter the arrangement and presentation of the
information that cannot be understand by any unknown person.
Steganography is the method of insert concealed messages /
data in such a way that nobody can perceive the existence of the
information, excepting the sender and intended receivers. Both
techniques are very beneficial and secure data to achieve secrecy
message. In Future, this method can be improved to embed secret
data and hidden more information. This review paper is mainly
focus on the all major methods given by different researchers are

explain very briefly.
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